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EXECUTIVE SUMMARY

Jul& SNAP-PC (Safeguards Network Analysis Procedure for the

Personal Computer) is a user-friendly version of SNAP designed for

IBM XT or AT compatible microcomputers. SNAP is a simulation-

based analysis technique supporting the evaluation of fixed-site

security systems to prevent theft or sabotage of a specified

target. Through SNAP the user is able to define the facility, the

sensor system, the guard operating policies and response tactics,

and the adversary's attack plan.

SNAP uses the system definition to analyze its

effectiveness in defending against specific threats. The system

performance statistics measured by SNAP include:

1) Adversary mission success probability;

2) Guard and adversary casualties;

3) Duration of engagements;

4) Outcome of engagements,

5) Duration of scenario by outcome (adversary

success/fail), and

6) Adversary duration by facility location.

The development of SNAP began in the late 1970's for use on

a mainframe computer. The mainframe version of SNAP, along with

its graphical model manager, SOS, significantly reduces the task

of analyzing security systems. The effort of putting SNAP on a

microcomputer was undertaken to place this aid into the hands of a

larger number of people who might not have the specific hardware

required by the mainframe system. In addition, user support

xiii



programs were developed which greatly enhance SNAP by providing

efficient model management and output analysis capabilities beyond

those provided by SOS.

The task of effectively analyzing a security system requires

significant effort. This manual deals with the construction of a

model of a security system by a skilled model builder knowledge-

able of SNAP analysis techniques, Userl. The actual evaluation of

the security system is usually performed by a security system

analyst or on-site C.O. unfamiliar with SNAP, User2. This pro-

cess, as shown in the figure shown below, is reduced to a manage-

able level by the SNAP-PC support programs.

Specify System
To Be Analyzed

II

Develop & Test SNAP Model
Using Userl

Support Program
of SNAP-PC

REFINE MODEL
Deliver Model

To User2 (if necessary)

IILII
Perform Analysis
Using the User2
Support Program

of SNAP-PC

Make E4 erdations
Based on Analysis 0.!

xiv

_i>



The Userl Support Program for SNAP-PC greatly reduces the

time previously required to model a facility by providing:

- graphical network builders for the entire modeling task,

inherent database management for the different scenarios

created for a particular facility,

input data generators that automatically prepare the

model for SNAP analysis, and

capability to parameterize the model in such a way that

sensitivity analysis of factors such as patrol force

size, patrolling policies, etc., can be performed

without editing the model.

After the model has been delivered to User2, the systems

analyst can begin to evaluate how well the security system

performs against a myriad of potential attack/defense scenarios.

The User2 Support Program eliminates the need for User2 to deal

with the large amount of performance data generated by SNAP and

greatly speeds up the process of analyzing scenarios. In addition

to the full capabilities of the mainframe version of SNAP, it

provides:

- inherent database management for the collection,

organization, and reporting of scenario performance

measures,

- rapid sensitivity analysis through the use of a

versatile question-response editor that can be used to

alter patrol force size, weapon types, etc., and

- on-line animation of force movements, engagements, and

neutralization.

xv
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The SNAP-PC package provides a compact analysis tool that

can be used to analyze a wide variety of security systems. It

places SNAP, a proven evaluation technique, in the hands of on-

site personnel, not Just computer analysts. The support programs

eliminate the labor intensive tedious task of organizing and

sorting through reams of output reports and greatly reduce the

time previously required to analyze a security system.

xv

xvi



1.0 INTRODUCTION/OVURVI3W

This document provides a detailed explanation of the use of

the Useri Support Program that has been developed to aid the user

in the building of SNAP models. This manual will explain how to

install the program on your microcomputer and how to build SNAP

models using the program. In addition, it will explain how to

prepare models for execution and analysis by User2.

1.1 SNAP - History and References

The Safeguards Network Analysis Procedure (SNAP) is designed

to assist users in the evaluation of guard/adversary force engage-

ments at fixed sites. Through SNAP symbols, you will define the

security system by outlining both the physical aspects (buildings,

fences, sensors, etc.) and the procedural aspects (guard patrols,

etc.). After defining the system, SNAP plays-out, or simulates,

an attack to determine the likelihood of the security system

successfully defending the site. Through re-definition of the

security system (i.e., changing guard patrol procedures) and re-

simulation with SNAP, you are able to identify possible improve-

ments to the system.

SNAP was developed late in the 1970s by Pritsker & Associ-

ates under contract to Sandia and the Nuclear Regulatory Commis-

sion. The first installations of SNAP included the evaluation of

nuclear power facilities and their security systems. In later

years SNAP has been used to evaluate securities concerning nuclear

submarines and nuclear weapon sites.
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Further information on SNAP can be found in the User's

Manual entitled The Safeguards Network Analysis Procedure

(SNAP): A User's Manual, listed under Document Code NUREG/CR-

3423 or SAND83-7123. In addition, several articles have been

written describing SNAP analyses. These are listed in the section

'REFERENCES'.

1.2 Userl versus User2

The work of building and then analyzing SNAP models can be

easily divided between two user groups, Userl and User2. Userl

has the responsibility for developing basic SNAP models and then

building those models using the Userl Support Program. User2

executes the models and performs the analysis. In our initial

evaluation of the two users, Userl should be knowledgeable of IBM-

compatible microcomputers and be trained in SNAP and its functions

and capabilities. In addition, Userl should, to a limited extent,

be knowledgeable in the security systems that are to be analyzed.

User2 should have a passing knowledge of microcomputers, an under-

standing of SNAP and its basic purpose, and a detailed under-

standing of the security system to be analyzed.

1.3 Submodel Breakdown

To aid Userl in building SNAP models, the user-defined SNAP

model is broken into five major submodels. These are the Facility

Submodel, Control Submodel, Adversary Detection Submodel, Guard

Submodel, and Adversary Submodel. To perform a SNAP analysis or

simulation, you must combine one of each of these submodels.
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The Facility Submodel defines the environment of the SNAP

analysis. Typically, it identifies buildings, fences, and open

spaces. The Facility Submodel must identify a target. The Con-

trol Submodel defines the parameters and status variables that the

user wants to use throughout the other submodels. The facility's

sensor-signal transmission system is defined using an Adversary

Detection Submodel. The Guard Submodel outlines the course of

action that guards take during normal patrols. In addition, it

defines the response action guards would take when sensors are

triggered or in some way an adversary is detected in the environ-

ment. The adversary's attempt to sabotage or steal the target is

defined in the Adversary Submodel.

Useri will build only one Facility Submodel and one Control

Submodel for your security system. However, you may be provided

with numerous Adversary Detection, Guard, and Adversary Submodels.

This will allow you to study particular aspects of your security

system with greater ease. For example, you may be given two

Adversary Submodels: SOUTH and EAST. The SOUTH scenario might

detail an adversary attack on the southern perimeter of a guard

facility, etc. A detailed breakdown of the SNAP nodes and state-

ments that is covered by each submodel is listed in Appendix A.

1.4 Modeling Approach

As described in Section 1.3, a single SNAP model contains

five different submodels. Using the Userl Support Program you

will develop these submodels in a working space on your micro-

computer. Typically, the first submodel built is the Facility

3
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Submodel describing the environment of the SNAP analysis. Only

one Facility Submodel is included in a working space. Then it is

your responsibility to build the remaining submodels as necessary

for your analysis.

Since most of the submodels are of a network nature, the

submodels can be built graphically on your microcomputer screen

using the support program. Those portions of the model that are

not in a network form are supported by a forms input. After these

models are built, they are translated to SNAP input statements for

later execution and analysis.

In addition to building the SNAP model as described in the

SNAP User's Manual, you may also build a series of questions to be

used by User2 to supply necessary data to prepare the model for

analysis. For instance, you may choose to allow User2 to deter-

mine the accuracy of a sensor. Therefore, as you build the model

you will not want to supply that piece of information, but allow

User2 to be prompted for that data. Therefore, in addition to

building the five submodels, it will be necessary to develop the

set of questions that will be issued to User2, the Master Prompt

Query Database. For each question in the Master Prompt Query

Database, you will specify an acceptable range of answers and a

default answer. The default answer will be used when the user

does not wish to address the question. The procedure for creating

a Master Prompt Query Database is discussed in Section 8.0 'GIVING

USER2 CONTROL'. After building the submodels and the Master

Prompt Query Database, it is suggested that you thoroughly test

your model before making it available to User2.

4
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As a beginner you may wish to build your initial model

without any missing data which requires prompts to User2 and

execute the model in that state before adding the prompts. The

User2 manual will explain the process of supplying responses to

the prompts that have been identified and executing the model.

1.5 Things You Should Know

This manual is written as a user-friendly companion to SNAP-

PC and the Userl Support Program. Each of the following sections,

from Section 2.0, 'INSTALLATION OF SNAP-PC SOFTWARE ON YOUR

MICROCOMPUTER', through Section 11.0, 'PREPARING THE MODEL FOR

USER2', covers an aspect of using the Userl Support Program.

Within each section you will be led step-by-step through a

different stage of a model development.

This section provides the basic syntax rules used to

describe the commands you will use and some of the basic features

described on the menus you will see on your console screen. The

'GLOSSARY OF COMMON TERMS' and the 'INDEX' at the back of this

manual provide valuable aid in using this manual and should be

reviewed by the first time user of the Userl Support Program.

1.5.1 Syntax Rules

When you read the phrase, enter [USER1], in this manual, you

are requested to type the letters U, S, E, R, and 1, followed by

hitting the [RETURN] or (ENTER] key on your console. The phrase,

type [A], means you should hit the letter 'A' key once and nothing
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else. Certain commonly used keys will be abbreviated, such as

[ESCI for the escape key and (PgUp] for the page up key.

1.5.2 Basic Features of Menu Screens

The menu screens printed in this manual are actual copies of

a console screen that should differ very little from the ones you

will actually see. The generic menu selection screens shown in

this manual will be the same ones you will see at your computer

terminal.

The basic features of a Userl Support Program menu include a

line of description across the top, a line of command options

along the bottom of the console screen, and a title. The

description tells you where you are and what to do if you make a

mistake. The command options tell you how to move about the menu

and what commands are available to you. These are explained in

more detail later. Each menu's title, such as 'GUARD SUBMODEL

SELECTION MENU', uniquely identifies the menu.

When a menu first appears on your screen, the first line

which you can select or write to will be shown in reverse video.

On the bottom of the screen will be a list of processing commands

from which you may choose. For example, if you are shown a menu

containing a list, you may use the cursor arrow keys to move about

the menu ( f or I - to choice). Or, you can hit the return, or

enter, key to select an entry on the list ([RETURN]). Typing a

question mark (? - Help) at almost any point in the Userl Support

Program will cause a descriptive help message to be printed on

your screen. .
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The help message associated with each menu screen printed in

this manual is listed on a page following the menu for your

reference.

Hitting the escape key, [ESC], boldfaced on the top of your

screen, is your panic button when you make a mistake and easy-out

when you get into a set of nested menus. The back arrow to the

left of (ESCI on your screen points to the title of the menu you

will be shown if you type (ESCI. For example, you may find

yourself somewhere inside the Adversary Detection Submodel portion

of the Userl Support Program and decide you want to look at a

Guard Submodel. You can quickly and safely retreat back to the

point where you can choose to look at the Guard Submodel by hit-

ting (ESCI. After each 'escape' you will be pointed to the next

prior menu, back to the first menu in the support program.

The basic panic feature of [ESCI is good for morale, but is

not necessary. The only permanent damage that you can do to your

data is to delete a submodel or working space. There is a

redundant, "Are you sure?O, at each of these points to prevent you

from making a mistake.

7
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2.0 INSTALLATION OF SNAP-PC SOFTWARE ON YOUR MICROCOMPUTER

When you, as Userl, execute one of the support programs

developed for SNAP-PC, you are actually submitting a batch job to

the PC through DOS. The batch job executes a program located in a

subdirectory on your fixed disk and that program, through the C-

language 'system' command, calls a myriad of other programs based

on your interactive menu selections.

This section provides the specifications for the micro-

computer system that the SNAP-PC programs were designed to run on,

the procedure to install the SNAP-PC programs on your fixed disk,

and the miscellaneous information you will need to execute the

programs.

2.1 Hardware Requirements

Table 2.1.1 lists the equipment that SNAP-PC is designed to

run on. Both the IBM XT and AT come equipped with sufficient hard

disk space to get you started. If you are using your micro-

computer for other work or you are planning on keeping numerous

copies of old runs on the disk as back-up, you will want to buy as

much space as you can get. See the section 'Disk Space Require-

ments' for some rough figures on data file size.

The IBM XT is significantly slower than the IBM AT and the

difference is quite noticeable during a side-by-side comparison.
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Table 2.1.1: Hardware Requirements for SNAP-PC

Computer

IBM XT or AT with:

10 megabyte fixed disk (minimum)
512k memory (minimum)
80287 math co-processor

Monitor

IBM PC Color Monitor (or compatible)

Printer

Epson FX80 (or compatible)

However, during the user-interactive portions of SNAP-PC

this difference is not disruptive, but the actual simulation

portion of the program will run about three times faster on the

IBM AT.

The math co-processor was made a requirement because it

significantly speeds up the simulation portion of SNAP-PC and

because of the user-interactive graphical model builders. With

the co-processor the time it takes the model builders to locate a

line in the database is barely noticeable on the AT even in the

worst of cases.

The network screens may be printed on an EPSON compatible

parallel printer. If you accidently try to print the screens on a

serial printer or non-compatible parallel printer, you will get

undefined results and will have to reboot your system.

9
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2.2 Software Requirements

A complete list of the software you will need to take full

advantage of SNAP-PC is in Table 2.2.1. The only software that

you will need to get started that i~s not included in the SNAP-PC

Installation Package, is the appropriate version of DOS and a file

TMeditor such as WORDSTAR

The simulation portion of SNAP-PC was written in FORTRAN and

was compiled using Microsoft TMFORTRAN V3.3. Experienced model-

lers may want to add their own user functions as described in the

SNAP User's Manual. The procedure for doing this is described

under 'Adding Your Own User Code to SNAP-PC'.

All of the user-interactive menus and graphics are written

in C-86, by Computer Innovations, Inc. This code is not designed

to be altered by the user and will not be discussed.

Table 2.2.1: Software Requirements for SNAP-PC

Operating System: DOS 3.0 (or later)

FORTRAN Compiler: Microsoft TMFORTRAN V3.3

File Editor: WORDSTAR TM(or compatible)

2.3 Loading the SNAP-PC Software Diskettes

The diskettes that contain the SNAP-PC software are high

capacity (1.2M) diskettes formatted on an IBM AT. If you cannot

list the directory of a diskette using the DOS (DIR:) command, you

will need to get another copy. If you have a double-sided disk

drive, you will need to get a copy of SNAP-PC on double-sided
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(360KB) diskettes. Since these diskettes cannot hold as much

information as a high capacity diskette, SNAP-PC will be contained

on more than the identified two diskettes.

SNAP-PC can be installed on your PC using either of two

methods. You may install it 'by hand' using the instructions

listed through the end of Section 2.3. The simpler method is to

use the program LOADTOPC.BAT located on Diskette One to

automatically load SNAP-PC to your PC. Simply place Diskette One

in your drive a: and enter A:\LOADTOPC. You will be prompted

when to change diskettes.

The normal distribution of SNAP-PC is contained on two high

capacity diskettes (See Table 2.3.1). To load the software onto

your PC you must set up the required subdirectory tree structure.

This tree structure is given in Figure 2.3.1.

root directoryI

USRC PRSR SSRC CSRC ADS NET SRC FACSRE ANS SNAP SRC

Figure 2.3.1: Subdirectory Tree Structure
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Table 2.3.1t SNAP-PC Software Diskettes

DISKETTE ONE - 'SNAP-PC Executables, Help Screens,
and Example Model'

Subdirectory No. of Files

SNAP\_SRC 18
SNAPVSRC\USSRC 11
SNAPVSRC\PR SRC 7
SNAP\_SRC\SBSRC 21
SNAP_SRC\CB_SRC 10
SNAP\_SRC\ADSRC 8
SNAP\_SRC\NET SRC 30
SNAPVSRC\FACSRC 4
SNAP\_SRC\ANSRC 3
SNAP\U2_USER\EXAMPLE 47
SNAP\USER1\EXAMPLE 23
SNAP 1
SNAP\USER1 1

DISKETTE TWO - 'SNAP-PC SIMULATION CODE'

Subdirectory No. of Files

SNAP\_SRC\SNAP_SRC 453

Each subdirectory is made by using the DOS command (MKDIR).

The following set of commands will construct the appropriate tree

structure:

Table 2.3.2: Commands Used to Set Up the Tree Structure

CD \
MKDIR SNAP
CD SNAP
MKDIR USER1
MKDIR SRC
CD SRC
MKDIR US SRC
MKDIR PR SRC
MKDIR SB SRC
MKDIR CS SRC
MKDIR AD SRC
MKDIR NET SRC
MKDIR FACSRC
MKDIR AN SRC
MKDIR SNAP SRC

12
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You are now ready to load the software diskettes. The

diskette which contains the SNAP-PC executables, help screens and

workshops is loaded first. There will be a direct correspondence

between the subdirectories on the diskette and the subdirectories

on the PC. Place Diskette One into your disk drive and change the

directory to \SNAP\VSRC. Change the directory on the fixed disk

to \SNAP\_SRC and copy files from the diskette. The following

commands will accomplish the task:

Table 2.3.3: Copying Executables

A:
CD \SNAP\_SRC
C:
CD \SNAP\_SRC
COPY A:*.*

This diskette also contains the information associated with

the SNAP-PC help screens. The diskette contains subdirectories

which are identical to the ones you set up under the \SNAP\_SRC

subdirectory. You must copy the files under each subdirectory

from the diskette to the corresponding subdirectory on the fixed

disk. For example, to copy files for the USSRC subdirectory, you

should type these commands:

Table 2.3.4: Copying Help Information

A:
CD \SNAP\_SRC\US_SRC
C:
CD \SNAP\_SRC\US_SRC
COPY A:*.*
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Follow these same commands, changing the subdirectory name

correspondingly, for each of the other subdirectories on the

diskette.

The example model which is discussed throughout both user

manuals is also contained on diskette one. To load the model you

must first create an appropriate tree structure for the model on

your fixed disk. To construct this tree structure, follow the DOS

commands in Table 2.3.5.

Table 2.3.5: Creating the Tree Structure for Example Model

CD \SNAP
MKDIR U2 USER
CD U2 USER
MKDIR EXAMPLE
CD \SNAP\USERl
MKDIR EXAMPLE
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Once the tree structure is established, you may copy the

0 model contents from the diskette into the appropriate subdirec-

tories by following these commands:

Table 2.3.6: Copying Example Models

COPY A:\SNAP\USERS.SO- C:\SNAP
COPY A:\SNAP\US-USER\FACILITY.SO_ C:\SNAP\U2_USER
COPY A:\SNAP\U2 USER\SUt4RY$$$ .LOG C:\SNAP\U2\_USER
COPY A:\SNAP\EXAMPLE\*. * C:\SNAP\EXAMPLE
COPY A:\SNAP\USER1\FACILITY.SO_ C :\SNAP\tJSERl
COPY A:\SNAP\USERl\EXA4PLE\*. * C:\SNAP\USER1\EXAMPLE
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The second diskette contains the source and object code for

the SNAP-PC simulation language. If you do not intend to use the

user written support subroutine UF, you should not load this

diskette as the disk storage requirement is large for these files.

The SNAP-PC simulation executable which was loaded from Diskette

One will run all models which do not have any user code. If you

do intend to write user code, you must load all the SNAP-PC simu-

lation object code, source file UF.FOR, all of the include files

and response file RESPI from Diskette Two. The remaining source

code need not be loaded. To load, place Diskette Two into the

disk drive and copy the indicated files into subdirectory

\SNAP\_SRC\SNAP_SRC. The commands to accomplish the task are:

Table 2.3.7: Copying SNAP-PC Simulation Code

A:
CD \SNAPVSRC\SNAPSRC
C:
CD \SNAP\_SRC\SNAPSRC
COPY A:*.*.*OBJ
COPY A:UF.FOR
COPY A:*.*.*INC
COPY A:*

For information on Using Subroutine UF, see the Section

'Adding Your Own User Code to SNAP-PC'.

2.4 Configuring Your Microcomputer

To prepare your PC to run SNAP-PC, you must include the DOS

command file COMMAND.COM in your root directory and alter two DOS

files, CONFIG.SYS and AUTOEXEC.BAT to contain certain commands.

".4
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If the files already exist, they will be located in your root

directory. There you must edit them to comply with the required

format for SNAP-PC.

The CONFIG.SYS file may contain up to eight different

commands (reference the DOS Manual for an explanation of these

commands). In order to run SNAP-PC four of these commands must be

set as indicated in Table 2.4.1.

Table 2.4.1: CONFIG.SYS File Configuration

device = ansi.sys
files = 32
fcbs = 32,32
buffers - 10

The AUTOEXEC.BAT file is a file that DOS looks for when you

turn on your computer. You need to include in this file the

correct PATH command and the command 'graphics.com'.

Table 2.4.2: AUTOEXEC.BAT File Configuration

path C:\SNAP\_SRC;C:\SNAP\_SRC\SNAPSRC
graphics.com

The path command may contain paths to other subdirectories.

However, it must include the two indicated paths. The

graphics.com command is a DOS command which is used to specify the

IBM personal graphics or compatible printer. It must be available

from the AUTOEXEC.BAT file.
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2.5 Disk Space Requirements

SNAP-PC executables and help screen information require

approximately 941K bytes of disk space. The executables require

the bulk of that space at 877K bytes. If you load the files

associated with adding user code, it will require an additional

400K bytes of disk space. It is recommended that after you create

the new SNAP-PC simulation executable that you remove these addi-

tional files.

For each run that is made with SNAP-PC, a summary file is

created and is stored on the disk until deleted. This file's disk

space requirement is dependent on the size of the model and the

amount of statistics requested. It will normally range between 9K

and 30K bytes. To limit the size of these files, make sure the

echo check switch on the general run information statement is set

to (N)one.

2.6 Adding Your Own User Code to SNAP-PC

If you are unable to model your facility using the SNAP-PC

node symbology, you may write your own code to perform the desired

logic. The function UF, which is contained in file UF.FOR, is

supplied to interface between the task node INVL field and the

user code. Before attempting to write your code, you should read

pages 152-161 in the SNAP User's Manual. This section describes

how the FuT ction UF should be formatted and the support routines

which may be called from your code.
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Before you can write your user code, you must first load the

S required files from diskette two into the subdirectory

SNAP\_SRC\SNAPSRC. Follow the commands in Table 2.3.7 to perform

this task.

Function UF must be written in FORTRAN and compiled using

the MicrosoftTM compiler version 3.3. Once compiled you must

create a new SNAP-PC simulation executable by linking the simula-

tion object code and the new UF object file. This is simply done

by using the Microsoft link command, the response file RESP1, and

the Microsoft libraries FORTRAN.LIB and MATH.LIB. (It is ex-

tremely important that you use the 8087 version of the MATH.LIB.)

To link you must type the following replacing 'path' with the

actual path name to where your Microsoft files are stored:

Table 2.6.1: Creating a New SNAP Executable

'path'\LINK,@RESPl,SNAPEXEC/E,,'path'\FORTRAN+'path' \ATH /SE:600

Note: MATH.LIB must contain the 8087 library of
Microsoft V3.3.

If the link completes successfully, the file SNAPEXEC.EXE

will be created in the subdirectory. Before executing SNAP-PC you

must move SNAPEXEC.EXE over to the subdirectory SNAP\_SRC. This

is done with the DOS copy command.

Table 2.6.2: Moving Your New SNAP Executable

COPY SNAPEXEC.EXE C:\SNAP\_SRC\SNAPEXEC.EXE
ERASE SNAPEXEC.EXE
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when you copy the executable over to the subdirectory

\SNAP\ SRC, it will replace the executable which already exists.

Once you have the model running you may want to remove the SNAP

object files from the PC to free the disk space.
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3.0 GETTING STARTED

The SNAP-PC Userl Support Program is designed to be a user-

friendly interactive model development aid. To begin a session,

enter [USER1] on your terminal. The first screen displayed is

shown in Figure 3.0.1 and allows you to organize your models into

working spaces. A working space is a storage area containing all

of the necessary components or submodels of a model.

QUIT <- ESC

WELCOME! to the USERI Support Program version 1.0.
Please select the Working Space on which
you would like to base this session:

WORKING SPACE SELECTION MENU

wen worng space
SList names and descriptions o4 working spaces

* Delete a working space
* Change screen color
a Qui t

tI - To Choice IRETURN] - Make Choice o - Help

Figure 3.0.1: Working Space Menu

° %
a
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USER I PROGRAM HELP

The Userl Support Program is a menu driven program that assist=,
the Type I User in developing models for analysis by a Type 2 User.

Each model is developed within a worl-ing space. A workinq space
can contain only one Facility submodel and one Control submodel.
Several Adversary Detection, Guard or Adversary submodels can be
associated with the Facility submodel and the Control submodel
and hence developed with one working space.

The user can move about a list of options on the screen by
hitting one of the arrow keyst selection is made by hittinq
the return key on the console. This menu can be called up
at any time by typing a question mark and then hittiny return,
f1.e., ? [RETURN)).

[RETURN] - To Continue . . .MORE

MUIT

Hitting the escape key will take the user to the menu annotated
on the top right corner of the screen. This is usually the
menu immediately prior to the current screen. This is a fast
way to exit or recover from a mistako.

(RETURN] - To Continue DONE

Figure 3.0.1a: Working Space Help
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3.1 Initialize a New Working Space

Before you can begin building your model, you must first

initialize a working space for that model.

I WELCOME! to the USERI Support Program vet-sion 1.0. I
Plea.e se1ect the Working Space on which
you would like to base this session:

WORK INE' SPACI- SELECT 1 CA M'-NU

I *fltt*j1ze> :aE isw orkIM. Space*
I Select an *xistinq worIking .pAce
* Lint names and desc:riptions of w , i ng space-.
* Delete a worting space
* Change screen color

I * Quit

I - To Choice [F:ETURNI - Make Choice - Help

Figure 3.1.1: Working Space Menu
(Initialize a new working space)

S
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After you have chosen to initialize a model working space,

you must supply a name and description for the working space.

WORKiNG SPACEa CREATE 4- me

WORING SPACE NAME MENU

Enter a nime for this working spaces
or type QUIT to leave this menu

[RETURN3 - To Continue

Figure 3.1.2: Working Space Name

WORKING SPACE, CREATE "Ai 1 - '

WORKING SPACE NAME MENU

Enter a line of description for the working spaces EXAMFE

I CRETURNJ - To Continue

Figure 3.1.3: Working Space Description
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Ab After supplying a name and description for the new working

space, you are given the option to copy an existing model into

your new working space. With this option you can replicate whole

or parts of models without the need to recreate them.

I WORK ING SPACEe CREATE "AIN <_C I

I WORKING SPACE NAME MENU

IEnter a line of description for the working space: -EXAMPLE

ISNAP model given In the SNAP User's Manual, Chapter IX

I D you went to copy another working space? YU or NO

I IRETURNI - To Continue

Figure 3.1.4: Copying an Existing Working Space
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3.2 Select an Existing Working Space

Before you begin building or editing an ex isting model, you

must first enter the working space you initialized for the model.

This is done by selecting the option, 'Select an existing working

space'

QUIT X(- 10C

I WELCOME! to the USERI Support Program.
Please select the Working Space on which

I you would like to base this sessions

I WORKING SPACE SELECTION MENU

I 4Initialize a now working space
I~a ..Mt ........ . u... ~ c

I * List names and descriptions o4 working spaces
*Delete a working space

* Change screen color
* aGult

I -To Choice CRETURN3 - Make Choice '-Help

Figure 3.2.1 Working Space Menu
(Select an existing working space)
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Use the arrow keys to move the highlighted block to the

0 working space in which you would like to work and hit (RETURN].

I WORKING SPACE: SELECT MAN -ESC

WORKING SPACE SELECTION MENU

I NAME DESCRIPTIOlN

I~ ~ ~~1 tE$DP t.jp4 6aItruv ld. J~p.SNAP USer'S Manual.

ISOLUTION Solution to model BIG.

I TEST Thig is a test problem to. t. solved if, rclas,
I TEST-SOL This is the SOILut:'of to the tes7t problemv

I WRI'SHOPS This is the work space which con~aifls a-iswre to- WIfl,010ps.

I QUIT Quit this MOM',

I f4 -To Choice CRE~TURNI - MBs-e Ctioice He I Hp

Figure 3.2.2: Working Space Selection Menu

QUIT, <- 680

I WORK 1N1 SPACE SELECTION HELP

I Use the arrow kceys to select the working space with which you
I want to work.

I RETURNI To Continue ... DN

Figure 3.2.2a: Working Space Selection Help
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After you have chosen a working space you must select the

submodel with which you would like to work. The construction of

each submodel is covered in detail in the Sections 4.0 through

7.0.

WORKING SPACE, SOTS MAIN 9- E C

SUBMODEL MENU

work With thi faciIitV *gbd"4I
Work with the control submodel

* Work with the adversary detection submodels
W Work with the guard submodels

• Work with the adversary submodels
* Guit

4 4 - To Choice CRETURN] - Make Choice 7 - Help

Figure 3.2.3: Submodel Menu

oust <- ESC

SURMODEL SELECTION HELP

Select the submodel with which you would like to work.

CRETURN3 - To Continue . . .DONE

Figure 3.2.3a: Submodel Help
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3.3 List Names and Descriptions of Working Spaces

You may review a list of the working spaces that have been

initialized.

WELCOME! to the USERI Support Program version 1.0.
please select the Working Space on which
you would like to base this session:

WORKING SPACE SELECTION MENU

* Initialize a new working space
* Select an e:isting working spare
.0 List names and descripti.ansoo working space.
* Delete a working space
* Change screen color
* Quit

f - To Choice [RETURN] - Make Choice ? - Help

Figure 3.3.1: Working Space Menu
(List names and descriptions of working
spaces)

WORKING SPACE: LISTING MAIN <- 66C

WORKING SPACE DESCRIPTIONS

NAME DESCRIPTION
I ------ - - - -

EXAMPLE Example facility epresented in SNAP User s Manui.l.
I SOLUTION Solutior, to mndel 813.
1 TEST ihis is a te't probiem to te solmd in c!i.s,

TES7_SOL This is the :o.u i,- to thr. test proble(T.

I WRKSHOPS ihis IS the wok spac whch c. iti)s r)3,, to Crl ;hcop,.

I CRETURN3 - To Continue . DONE

Figure 3.3.2: Working Space List - Sample

@S
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3.4 Delete a Working Space

To delete a working space, select the option 'Delete a

working space'.

I QUIJ-T <-EW

WELCOME! to the USERI Support Program version 1.0.
Please select the Working Space on which

you would like to base this session:

WORKING SPACE SELECTION MENU

• Initialize a new working space
• Select an existing worling space
• List names and descriptions of working spaces

I Change screen color
• Quit

I- To Choice [RETURN] - Make Choice ? - Help

Figure 3.4.1: Working Space Menu
(Delete a working space)
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Select the working space that you want to delete from the

list. You will be asked to verify your choice before the working

space and its associated model is deleted.

WORING SPACE: DELETING MIiN <- ESC

WO KINU, SPACE DELETIOIN MENL'

NAME DESCRIPTIUN

.:IEXAMPLE Ex*MPse facllity represented In SNAF User's Manual.
I SOLUTION So lti--n t(, f,,]dt-I rIG.

1 TEST Thi: i'- - te-st p1o!_I] M' to be Ec lvid ir, cla _
-

TEST_SCL This j,., Lh 'j i , ti I h- t.-t ,}r 0 ,- .
WR SHOpS rWic= i . the wc; -I S.Ace w ich cont.inc an5-;er. to w,,-l s p..

QUIT Quit t:1i-S mrrL.

- To Choice IRETtJRNJ - Ma it Choice "- p

Figure 3.4.2: Working Space Deletion Menu - Sample

QUIT <- ESC I

WORKING SPACE DELETION HELP

Use the arrow keys to select the working space yOU wii-h to delete.

CRETURN] - To Continue . . .DONE

Figure 3.4.2a: Working Space Deletion Help
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3.5 Change Screen Color

From this menu you may also change the color combinations

that are displayed on your video screen.

SI T le-S

I WELCOME' to the USERI Support Program version 1.0.
Please select the Working Space on which
you would like to base this session:

WORKING SPACE SELECTION MENU

• Initialize a new working space
• Select an existing working space
* List names and descriptions of working spaces
• Delete a worling space

Ch&mnq4# jC-en o.j o-
aQuit

f I- To Choice rRETURN] - Make Choice Help

Figure 3.5.1: Working Space Menu
(Change Screen Color)

GUtT O£- aeS

COLOR SELECTION MENU

I-) yell0, tn: bl u1
-. yellow on green
-> magenta on black

-> yellow on black
-> green on black
-> white on black
-> cyan on black

$ f- To Choice [RETURN] - Make Choice

Figure 3.5.2: Screen Color Selection Menu
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03.6 Quit

You may exit the Userl support program by selecting the

'Quit' option or by typing ESC].

CUIT <- ESC

WELCOME! to the USERI Support Program version 1.0.

Please select the Working Space on which
you would like to base this sessions

WORKING SPACE SELECTION MENU

* Initialize a new working space
* Select an existing working space
* List names and descriptions of working spaces
* Delete a working space
* Change screen color

I- To Choice ERETURN] - Make Choice ? - Help

Figure 3.6.1: Working Space Menu
(Quit)
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4.0 WORKING WITH THE FACILITY SUBNODEL

The Facility Submodel is a representation of the facility or

site under investigation. The submodel uses SPACES, BARRIERS, and

TARGETS to represent the site. Spaces describe the areas that are

open and may be traversed freely. Barriers represent obstacles

that adversary forces must penetrate to gain access. Targets are

locations that adversaries must reach to satisfy their objective.

Spaces, barriers, or targets may contain a sensor which detects

the presence of adversaries.

The facility submodel is a direct translation of your

site's schematic. Its goal is to represent the attributes of

your facility to the required level of detail while keeping the

use of the computer and analyst resources to a minimum. The

level of detail is determined by how many spaces are specified.

The more spaces you include, the higher the level of detail you

obtain. The number of spaces you specify has a direct impact on

the size of your guard and adversary submodels as you must

describe how your forces move through each space.

The remainder of this section discusses how you can build

and edit a representation of your facility using the Userl

Support Program. For more information on the facility submodel

you may reference the SNAP User's Manual pages 4 and 15-26.

It is suggested that you complete the facility submodel before

attempting to build the guard or adversary submodel since these

refer to the facility submodel.
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To work with the facility submodel choose the 'Work with the

3 facility submodel' option from the 'SUBMODEL MENU'.

i WORKING SPACE. EXAMPLE MIAIN <- EISC

SUSMODEL MENU

IW k lote wthg fthe 4 &A ity *4jb"*l
W Work with the control submodel

• Work with the adversary detection submodels
• Work with the guard submodels
• Work with the adversary submodels

IQuit

I- To Choice [RETURN] - Make Choice ? - Help

Figure 4.0.1: Submodel Menu
(Work with the facility submcdel)
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4.1 Create/Edit the Facility Submodel

To create or edit a facility submodel select the

'Create/Edit the facility submodel' option.

I WORKING SPACE, EXAMPLE MlAIN (- Uc

FACILITY MENU

I Crot/AR~it the faCilltY Suboodl
I* Generate SNAP Input statments for the submodel

* eQuit

-To Choice ERETURNJ - Make Choice -Help

Figure 4.1.1: Facility Menu
(Create/Edit the facility submodel)

?U I T < - ESC

FACILITY SUBMODEL HELP

I Choose to enter the facility submodel builder to create or edit the
I facility in this working space: or generate SNAP input statements
I for the facility that was built.

( RETURN] - To Continue . . .DONE

Figure 4.1.1a: Facility Menu Help
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The first screen of the network builder will appear contain-

ing a grid and command line. The grid represents the pages avail-

able in which the facility may be drawn. These pages are identi-

fied using the letters and numbers labelling the grid. For

example, the cursor is pointing to page D,3 in Figure 4.1.2. TheI

character, 1*1 will mark the pages which already contain facility

information. You are not restricted to fitting the facility onto

one page. To select a page with which to work, move the cursor to

the desired page (using the arrow keys) and type CENTER].

1 2 3 4 5 6

E

Facility Page Selection: ARROWS to move, [ENTER] to select, X to exit,

Figure 4.1.2: Facility Page Selection Screen
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The contents of the page you selected will appear on the

screen along with the page id in the uppermost right corner and a

list of available commands along the bottom. A detailed

description of the commands is listed in Figure 4.1.3a and is

available, on-line, by typing [?].

.. .............. +............. 1

SNP Facilit Builde Comqnds: ARRN,C,$,D, TL, A,D1N,E, P,00 1?(heLp)

Figure 4.1.3: Facility Builder Page
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Description -of -SNAP -Faci 'litv Builder-Commands

ARROWJS Hoye the crosshair in the appropriate direction.
C0rosshair Tolgle the crosshair steed between fast and slow,
S)pace Enter a space node at he current crosshair location.
DMarrier Enter a harrier node at the current crosshair location.
Target Enter a tarjet node at the current crosshair location,
LUine Enter the line drawing mode,
AVnnotate Enter text at the current crosshair location.
D)elete Delete the node text or line under the current crosshair

location, (ConfirNation will be requested),
M)oye Enter the moye mode for the node or text under the current

crosshair location,
E)dit Edit the labels of the node under the current crosshair

location,
P)rint Generate a hardcopy of the current facility page on the printer,
O)ptions Select current display options.
Q)uit Exit from the SNAP facility builder.

The ESC key ma be used to cancel ang command in progress.

Press ing keg to continue,

Figure 4.1.3a: Facility Builder Commands Help
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Using the facility builder (L)ine command you can draw a

representation of your facility on the screen. To draw a line

place the cursor at the point you wish the line to begin and type

L]. Then move the cursor (by using the arrow keys) in the direc-

tion you wish the line to be drawn on the screen. To make a bend

point in the line, type [SPACE] at the point you wish the bend to

be and continue moving the cursor. To end the line and exit the

line mode, type (ENTER].

.......... .......... ......PAG D 3................................ ED

Line Mode Cowqands: AROWS, C, SPACE, ENTE, ESC, ?(help)

Figure 4.1.4: Line Mode
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Description of Line Node Comands

ARROWS Move the crosshair in the appropriate direction and update
the 'rubber band' line fro. he current origin point to the
crosshair location, (The initial origin point is the current
crosshair location at the time the line Mode is initiated, but
it may be updated by the SPACE comand, See Below.)

C)rosshair Toggle the crosshair speed between fast and slow,

SPACE Make the current 'rubber band' line permanent and then
begin entry of a new line with its origin at the current
crosshair location,

ENTER Make the current "rubber band" line permanent, and then
return to the Main command Menu,

ESC Abort entry of the current line and return to the Main
coMmand Menu,

Press ang keg to continue,

Figure 4.1.4a: Line Mode Help
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Once you have sketched the outline of your facility, you may

section it into areas and define them as spaces, barriers, or

targets. To define the areas on the diagram you place the

appropriate facility node in the sectioned area. By typing (S],

(B], or IT], you may place space, barriers, or targets onto the

diagram. When you add a node, you will be asked to supply a node

label, a sensor label if one exists, and a specification for node

statistics (Yes or No). Node labels can be up to four charac-

ters long.

........ . . . . . . .. .....PA E D

.~ .... .. .. .. ...

............ ........................ ...

Woe Lihel: I

Figure 4.1.5: Node Placement
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If you wish to change the information associated with a node

(i.e., node statistics), you may do so by using the edit command.

By placing the cursor on the node you wish to edit and typing [E],

you may change any of its information. You may move the location

of a node around the current page by placing the cursor on the

node and typing [MI. You can then move the node around the page

using the arrow keys. Typing (ENTER] will place the node at its

new location or an [ESC] will redraw it back at its original

location.

03
.02 . . ..DR .. . . . PAGE D3

02 , .. .S ............04 ,

Roof .. . . . . .. . .. .. . .
. .. . .. . . . . . .T ,. . . . . . . . . . . .

... . .CU . . . . . . .. 4

R . . . .. . . . . . .

1 .. .............. ............ . .. .

. . , . ,.,0. . . ., , . . . . . .

oi .. . .

.. . It . . .. .. I5 I 1 .0 5 . . .

.... . ............. .. .

Nove Node Comwands: ARROW, C, INTER, ISC, ?(help)

Figure 4.1.6: Move Mode
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Description of Noye Node Commds

ARROWS Noye the crosshair and associated node or text in the
appropriate direction.

C)0rosshair Toggle the crosshai speed between fast and slow,

ENTER Coplete the mve command bl fixing the location of the
node or text associated wit the crosshair at its current
location, End move Node and return to the min comand
Menu,

ESC Abort the current ove comand and return the node or text
associated with the crosshair to its position prior to the
start of the myove comand. End mve mde and return to the
main comand Nenu.

Press av keu to continue,

Figure 4.1.6a: Move Mode Help
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To add clarity to a diagram, you may add text to a page by

using the annotation command. Place the cursor at the location

you want the text string to begin and type [A]. Type the text in

the space provided, up to one line at a time, and hit return to

display the text on the diagram. You may edit the text using the

backspace key while typing it. Once you have hit the return key

you may delete the string and then re-enter it if you wish.

Text ma be added to ... PAGE D 3. . . ...... . . . . . . . .N . .. . .... .. .. . PA

'O F .. . . .. . , . . .

. . .. . . . .1 . . . . .. . .. .

.0 .... ... .. . . . . .. . .. . ..... . tiR , IR .. .. 40

11, .......... s ..

DI.
..... . . ........ .5 . .. .

Text: cluity a pointI

Figure 4.1.7: Adding A Textual Description
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To delete any node, line, or annotation from the screen,

place the cursor on the item you wish to delete and type (D). The

item you selected will flash and you will be requsted to verify

your selection. To obtain a paper copy of the current page, you

may use the print command, (P]. It sends a copy of the page to

any EPSON-compatible parallel printer.

You may change how your screen is displayed by selecting the

display option [0]. From here you may toggle the display of the

grid, nodes, node labels, and annotation on and off. You also

have the option to review the status of your submodel.

.~..~. ..... .. 4..03
2 LAD .... PAGE D3

. .. .. . . . . .RO F . . ... .. . . . .
., , - . . . . . . . . . . . ..

... .. ........... ...... ............... .... I.. ....
... * * I ..... .1........... .. ..*

, * . .. .
S* . . ... . .. .0.. . .. .

Displau Options: G, A, H, L, S, ?(Nhelp)

Figure 4.1.8: Display Mode
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Description of Displag Option Comands

C)rid Toggle the grid display on or off,

A)nnotation Toggle the displag of annotation on or off.

N)ode Toggle the displag of SNAP nodes on or off.

L)Wael Toggle the displag of SNAP node labels on or off.

S)tatus Displag a report on the status of the display options,
status of the current display page and status o the
overall facilitg

All display option comands return to the main comand menu upon completion.

Press any keg to continue,

Figure 4.1.8a: Display Help
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The status of the facility submodel is sectioned into three

parts; the display status, showing how each display toggle is set;

the page status, which shows the page id and the number of lines,

nodes and annotations on that page; and the overall facility

status, which gives you the number of lines, nodes and annotations

in the whole facility, along with the available memory space left

for construction. When you begin work with a new facility sub-

model, there are 65000 bytes of memory free. Each line, node, and

annotation you add requires a portion of that memory and reduces

the amount available. So there is an upper limit to the size of

the facility that may be defined. However, it is very large and

should never be a limiting factor.

Facilitv:_:SAPSER\SCRATC

Facility Status Page Status Display Status

19 Lines Pare No. Do 3 Grid: ON
15 Nodes Les Annotation: ON
2 Annotations 15 Nodes Nodes: ON

5?22 Bytes Free 2 Annotations Node Labels: ON

Press any keg to continue,

Figure 4.1.9: Status Screen
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Once you have completed working with a page, you may exit it

by typing [QI. If you have entered information on an empty page,

you will notice that a star '*' has been added to the Facility

Page Selection Screen. You may continue constructing the facility

submodel by choosing another page with which to work, or if you

are done, you may exit the facility submodel builder by typing

[X]. When you type [X], you will be asked whether you want to

save the changes. By typing [Y], the changes are saved. By

typing [N], the changes are not saved and your facility returns to

its status prior to this editing session. In either case you will

return to the 'FACILITY MENU'. Typing any other key at this point

will cancel the exit option and return you to the page selection

screen.

1 2 3 4 5 6

- - -- -

D *+

T7.

B p

FicilitV Page Selection: AROW to Noye, [ENTER] to select, X to exit,

Figure 4.1.10: Page Selection Menu After Entering
Information
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4.2 Generate SNAP Input Statements

After you have created your facility submodel, you may

generate the SNAP input statements for the submodel. From the

'FACILITY MENU' choose the option 'Generate SNAP input statements

for the submodel'. The program will then convert your facility

diagram into SNAP statements and write them to a file

(FACILITY.NET). This file will be in your working space sub-

directory. It contains the input data read by SNAP and must be

regenerated after every change to the graphical facility submodel.

WORKING SPACE: EXAMPLE ) - UC

FACILITY MENU

* Create/Edit the facility submodel
* nerote SNAP input statments for tho submadel
* Quit

I - To Choice [RETURN] - Make Choice ? - Help

Figure 4.2.1: Facility Menu
(Generate SNAP input statements for the
submodel)
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4.3 Quit

To exit the facility submodel section, select the 'Quit'

option.

I WORKING GPACEa EXAMPLE AN(-J

FACILITY MENU

I * Create/Edit the facility oubmodal
* Ge'nerate SNAP input statments for the submodel

I*oui t

I-To Choice CRETURN3 Make Choice 7 -Help

Figure 4.3.1: Facility Menu
(Quit)
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5.0 WORIING WITE THZ CONTROL SUMBODIL

wtI NO SPWCtA EXNAMLE MIN 4- K I

I SUDMOO&L MNMU

0 Work with the facility Suboodel
I*t wit t W* ewtPW Ss*bodeI
1 Work with the adversary dtectson Subeodeli

1 Work with the guard submddels
* Work with the adversary suboodel$
* Quit

T To Choice (RETURN) - P.As Choice Help

Figure 5.0.1: Submodel Menu

The control submiodel consists of the general run informa-

tion, the parameter statements and all of the status variable

statements. Since this submodel contains data intrinsic to the

other submodels, you are permitted to build only one to avoid

confusion. It can be parameterized to permit User2 to alter

global variables.
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5.1 Create/Edit the Control Submodel

After you have chosen to work with the control submodel, you

have two options. You may create or edit the control submodel or

you may generate the SNAP input statements.

WORviNG sPACE. EXAMPLE BU.HOWL <- EsC

CON TRUL MENU

I Creatwsditt tho contras submodel
* Generate SNAP input statements
IsQuit

I - To Choice tEKTLRN] - Make Choice ' - Help

Figure 5.1.1: Contro Submodel Menu
(Create/Edit the control submodel)

yIT - I

CONTROL ILr'

Choose to eter the c.)ntvoI SuhIOodel bider to create or edit the
rytrol t-boodel in this morlng spa¢cwl or qenerate SNAF input
stateeents #or the control submodel that was built.

(OWI UM) To Conti Due .DONE

Fiqure 5.1.la: Control Submodel Help
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Since you cannot generate SNAP input statements until you

build the control submodel, you must select the create/edit option

first. When you select this option, a menu containing the seven

types of control statements will appear. From here you may select

the type of statement you wish to create.

USLRI I*MLL <- ESC

CONTROL SUBMODEL SIATEMrN1S MENU

I Choose the statement type to create or editt

I -> wua1zIFPi .flfnofmation statement
-> Parameter statements
-> Global flag statements
-> Global variable statements
-> Force flag statements
-> AuKiliary action macro statements
-> Timer statements
-> Quit

$ - To Choice CRETURN] - Make Choice - Help

Figure 5.1.2: Control Submodel Statements Menu

QU IT < - ESC

CONTROL. SUBMODEL STATEMENT HELP

There are seven statement types associated with the control
submodel. Submodels will not necessarily contain all of the
statements, you need only to create the statements associated
with your own model. Move the highlighted block to the
statement category you desire to create/edit and hit [RETURN].

I ERETURN] - To Continue . . .DONE

Figure 5.1.2a: Control Submodel Statements Menu Help
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5.1.1 General Run Information Statement

The first statement on the menu contains general run infor-

mation. It is the only statement that is required in the control

submodel.

USUfAI S,..L - KC

CONTROL SUBMODEL STATEMENTS MENU

I Choose the statement type to croate or editt

-> Parameter statements
-> Global flag statements
-> Global variable statements
- Porce flag statements
-> Auxiliary action macro statements
-> Timer statements

-> Quit

- To Choice [RETURN] - Make Choice - Help

Figure 5.1.1.1: Control Submodel Statements Menu
(General run information statement)

h

55



When you originally select to create it, a data input menu

will be displayed containing the statement defaults. For an

explanation of each field, refer to the copy of the help screens

in Figure 5.1.1.2a. If you need further explanation, you may

reference the SNAP User's Manual, pages 93-95.

STATE M T W <- EC

II GENERAL RUN STA7EMENT MENU

Simulation end times I.E20

I Maximum concurrent entities in systems 20

Level of echo check desireds P

Are histograms desired. N

I Are faciltiy statistics desired. N

I Is BATLE output desired. N

I Approximate minimum run time per iterations O.OOOi

Approximate maximum run time per iteration. 100.0Qo

I - To Choice [RETURN) - Male Choice - Help

Figure 5.1.1.2: General Run Statement Menu
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0

QUIT <- ESC

GENERAL RUN STATEMENT HELP

Definition Options Default
------ -- - ------- I

Simulation end time real I.E20

SNAP storage requirement integer 20

Echo flag C-complete, P-partial P
N-none

Histogram print flag Y-yes, N-no N

Facility statistics option C-complete, P-partial N
N-none

CRETURN3 - To Continue . . .MORE

sUST <- sc

I MTLE output option Y-yes, N-no N

Minimum expected run time real 0.0
per simulation iteration
(in minutes)

Maximum expected run time real 1411:1.0
per simulation iteration
(in minutes)

I xx - where xx is a number, may be entered in most fields to note I
parameters

ESC - will cancel any changes made to this menu screen during this
session

[RETURN] - To Continue ... DONE

Figure 5.1.1.2a: General Run Information Help

B
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5.1.2 Parameter Statements

Parameter statements are used to define statistical

distributions that are used by the model.

UERI SHLL <- E8C

I CONTROL SUBMODEL STATEMENTS MENU

Choose the statement type to create or edit:

- General run information statement
;6-) Pamtm" statewnt
-> Global flag statements
-> Global variable statements
-> Force flag statements
- Aux:iliary action macro statement-
-> Timer statements

- Qui t

I - To Choice CRETURNI - Mke Choice Help

Figure 5.1.2.1: Control Submodel Statements Menu
(Parameter statements)
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When you select to create a parameter statement, a listing

menu will be displayed giving you the option to add statements.

The global flag, global variable, force flag, and timer statements

will also have a similar listing menu associated with them.

PARAMETER STATEMENT LIBTINt3 ISTAILMNT MENU <- IC I

PARAM rARAM PArAM !ARlAM PAl M
ND. SEI NO. UNE IwO IIIdIF. I IJIJ( I

I p

- To Choice A - ADD D - VEL IRET - ?DI - -- tlelp I

Figure 5.1.2.2: Parameter Statement List

Quit <- ESQ.

U111ll 11 I 1 I I U t1 I IIli P

Arrow!, - mov'- up or doirnt tho 161 i 4i llu item at a I ime,.

F'gll|e move u11 Ibe! list a pa-
le a a 1 mu.

lDti "move down the li et a paite at a t.ime.

lH'it - muve to Ih1 I tol of the lit.

t Ild move tr Ihe bottom of Ihp litLt.

A Add a statf-mo-,nt to Hu t alovt, tier-rei t lJrne.

1)I , -D 'lte Nttt'monee rectrr,0itly ,-Iec-tut|.

F EIIkN Edit lot,.tumelit. cofr r I y SPIr ti d.

I IRE IIII,N I Ito -ent ite . . . IDONME

Figure 5.1.2.2a: Parameter Statement List Help
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By typing (A) a data input menu for the parameter statement i

will appear. This menu allows you to enter the data for a single W

parameter statement. For an explanation of each field a copy of

the help screens is given following the statement menu figure.

If you need further explanation, you can reference the SNAP User's

Manual, pages .12-14 and 74-75.

STATEMEN LIST 4- ESC

I PARAMETER STATEMENT ML4II

I Paramter set numbersa

I Parameter ones-~**

Parameter twos :.i

I Parameter tre

I Parameter fours 0.0

9-To Choice -Help

Figure 5.1.2.3: Parameter Statement Menu
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PARAMETER SET HELP

Definition Options De4.iuit
-- -- -- - - - -- -- -----

Parameter set number integer I to 100 1

I Ist parameter real *

I 2nd parameter real 0.(1

I 3rd parameter real 1.E20

4th parameter real U.0

I [RETURN] - To Continue . . . Mt1FrE

QUIT '.- ESC I

I - where xx is a number, may be entered in most fields to note
parameters

** - denotes fields which cannot be defaulted
ESC - will cancel any changes made to this menu screen during this

session

[RETURNI - To Continue . . .DONE

Figure 5.1.2.3a: Parameter Statement Help

Once you have entered all the data for the statement, you

can save it by typing the return key while in the last data field.

This will redisplay the statement listing menu. You can continu-

ally add more statements to the list by typing [A]. In addition,

you may delete [D], edit (type (RETURN]) a statement, or save the

data you have entered. The help screen shown in Figure 5.1.2.2a

explains the options you have on the listing menu.
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5.1.3 Global Flag Statements

Global flags are used to allow you to control portions of

the model by the status of a flag. This statement allows you to

define and initialize global flags.

USERI SHELL -S C

CONTROL SUBMODEL 3TAIEMENTS MNIJ

Choose the statement type to create or editi

- General run information statement
-?Parameter statpments
-> SlobAl flag statemeots
- Global variable statements

Force 4lag statements
- Auxiliary action macro state.,ments
> Timer statements

-> Quit

S- To Choice [RETURN] - Make Choice - Help

Figure 5.1.3.1: Control Submodel Statements Menu
(Global flag statements)
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The following figure shows the data input menu for the

S global flag statement. This menu is accessed in the same manner

as the parameter statement, discussed in Section 5.1.2.

BlATEMENT LIST s.-AESC

GLOIIAL FLAG S A IAMENF F'LJ

Global flag labels #0

Initial state of Global flaqe DISMP LED

I- To Choice H I P

Figure 5.1.3.2: Global Flag Statement Menu

GUI T - C

GLOBAL FLAG HELP

Definition Options Default
- - - - - - - - - -

Flag label 4 characters max 00

I Initial flag state ACTIVE, DISABELD DISAULED

I exx - where xx Is a number, may be entered in most 4iplds to notp

parameters
I - denotes fields which cannot be dCfatlted
I ESC - will cancel any changes made to this menu scree, OLrig this

I [RETURN] - To Continue . .

Figure 5.1.3.2a: Global Flag Statement Help
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5.1.4 Global Variable Statements

The global variable, much like the global flag, can be used

throughout the model to control or effect force actions. The

global variable statement defines and initializes the global

variables.

USCRI SHELL <- ESC

CONTROL SUP4MODFL ;ITEMFNIS MENU

Choose the statement type to crate os editi

I - General run information statement
I -> arameter st°itcm-nnt$
I - Global flag statemats

- al var table statements
-" Force flag stitmeents
- uxllia-?y art inn macro statpment-,

Timer statemetws
- OuIt

I - To Choice [RETLWPN1 - Male Chnicr, - I HI,

Figure 5.1.4.1: Control Submodel Statements Menu
(Global variable statement)
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The Global Variable Statement Menu is accessed in the same

manner as the parameter statement, discussed in Section 5.1.2.

STATEMENT LZST <- ESC

GLOBAL VARIABLE STATEM[NT MLNU

01a, 0 of Global 'ariablet 0.OO

, A I ~ btur

owe an



5.1.5 Force Flag Statements

The force flag serves as an attribute of a force and can be

used to control action in the model. This statement supports the

definition and initialization of force flags.

UDKEN U4KLL ( 99C

LONTROL SUBMUDIJ: ';IA1EMNIC MEUJ

Choose the statement type to create or edit:

-> General run inirrmation statemer-t
-> Parameter statements
-> Global 4lag statements
-> Global variabIP -,tAtenents
'> Forca 41Lg statements
-) Auxiliary action macro statements

-' Timer statements

-> Quit

- To Choice [RETIJRN] - Htale (hoi-e - Help

Figure 5.1.5.1: Control Submodel Statements Menu
(Force flag menu)
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The ' FORCK FLAG STATOM33' MNU I is accessed in the same

manner as the parameter statement, discussed in Section 5.1.2.

OTATrEIGNT LIST V- OC

1-~ 1 t & tat& of . I 0'1iS 0lA FU)

Figure 5.1.5.2: Force Flag Statement Menu

MIsT 4- M

I FORCE FLAG HELP

I Definition Options ea.i

I Force Flag label 4 characters a& 00

I Initial state for each force ACTIVE, DISADLED DISAPLED

I OWNi - where xii is a number, ea / be entered In moot #ilts to note
I parameters
I- denotes field% which cannot be defaulted
I ESC - will cancel any change* made to this menu screen during this
I session

(RETURN] - To Continue . . .DONE

Figure 5.1.5.2a: Force Flag Statement Help
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5.1.6 Auxiliary Action Nacro Statements

The macro statement is used to set several variables or

flags at a specific point in time in the simulation.

USEJrV U&4LL - UC

LUNTROL SUOMIODEL .iIATEMLNIS MNU

ChaoSe the stat.eawt type to rrpatp or -dits

- General run tiirwmatic.i stateoe,,t
I - Parameter sttemnnt%
I - Global flag vtate..nts
I G- lbal vartahl . tat.eonto
I - Force fla tatemetts

-P O oIry action aceo. otatmenit
i- "or statement%

-, Oult

I - To Choice ArVTURN) - Mala Choice - He)p

Figure 5.1.6.1: Control Submodel Statements Menu
(Auxiliary action macro statement)

M
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When creating a macro statement, you must first supply the

name of the new macro. This is done by selecting the create

option on the macro name menu.

I MACRO NAMES STATIMNT MENU <- 98C

I CHOOSE THE MACRO TO EDIT OR CREATE A NEW MACRO.

I CREATE QUIT

t - - To Choice (RETURN] - Make Choice Help

Figure 5.1.6.2: Macro Name Menu

QUIT <- ESC I

CREATE\EDIT MACI HELP

A macro consists of a set of a wiliary Ar-tions. To create
a macro move the highlighted blocd to CF(FArE and hil CRE7UJNl.
Then enter the name of the new macro in the dAta field which
will appear. To edit an existioiq mocro move hiqhlighted
block to the desired macro name and hit [RETURN].

-. --I

I CRETURN] - To Continue . . .DONE I

Figure 5.1.6.2a: Create/Edit Macro Help
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Inter the new macro name in the input field that appears on

your screen.

MACRO NAMES SIAI"ENT MENU - IC

I CHOOSE THE MACRO TO EDIT 1? TF A NEW MAC; O,

I CREATE OUI T

I rEnter th. nane #or the rn,,w m4, r,-a

9 - To Chrate I RE 7ifiNI M.4e ts., ,-

Figure 5.1.6.3: Entering New Macro Name
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After entering the name, a listing menu like that of the

parameter statement will appear. From here you can enter all of

the auxiliary actions associatel with the macro in the same

manner as described for the parameter statement. If additional

help is needed concerning the macro statements, you can reference

the SNAP User's Manual, pages 76-77. After you have aided all the

auxiliary actions, you can save the entire list by choosinq tho

save option on the listina menu.

-tAtC--A Nr i 111r F'ac

I

I F40" I AT A1 Frtise, Ito

OKIA I I l. IA t I -in I asim. I I Oa

4 a. , I m I r t iw' I ' , I . .i .,o t I g I all I 1

AL - 1 ar A-- - -C'i I ,

70 €Cht)uic Ce j

Figure 5.1.6.4: Macro Statement Menu
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lll 4- m

IMOCR STAl9RUwt HELP

-- - -- - - - -

M 1l110l0 4 characterq miam

OI .UtIIWy actio* Ov au.iliary actions oe
encept CALL

own - umilior au Is a nwli er, my be intoled In moot faeldt to not*
Parametwe

0 - denote *ldo which cannot be .4a..uitWP
I9 - wIll caincl any thon,6 a to this meu screen during this

sees lw

(OWTUIMN) - To Continue . .DO

Figure 5.1.6.4a: Nacro Help

I

72

- 1w



0 5.1.7 Timer Statements

Timers are used to support statistics collection of the

lenqth of time it takes to perform a series of actions. This

statement supports the definition of timers.

UiRI UNILL .- EC

CONTROL 9UDIODEL SIATEMENIS MENU

I Chooae the statement type to create or edits

I General run in4ormation statem.nrt
-. Parameter statements
-) Global 4Sag statemnts
- lobal variable statements
- Force flag statements
- Auxiliary action macro sitatemetoI p Timer U1RMSlntS
-> Quit

9 - To Choice ERETURN2 - Maise Choice - Help

Figure 5.1.7.1: Control Submodel Statements Menu
(Time statement)
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The I'TIMER STATEMENT MEUDI is accessed in the same manner as

the parameter statement, discussed in Section 5.1.2.

I TATKMENWT Lilt <- 99C

TIMER STATEMENT MENU

I Timor labels 00

I Timor typs TsH

I Timor identifiers

$1-To Choice 040 P

Figure 5.1.7.2: Timer Statement Menu
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TIMER_ CARD _1ELP

Definition Uptl ons Default
-- - -- -- - -- ~----- - - -

TIMER label 4 -haracters mam 5*

TI IMER type lI D4 lime Dietween IBM
I 14.,e urds

TI;M -t ime Since Mar.ed
III( - hm of First

R(LL:RD

TIMER Identifier 2t tharacter name for blank
tL(i .put

EREIIVNI - Io Conticie . . .(k1f.E

QUIT <- ViC

exx - where xx in a number, may be entered in most fields to itate
parameters

I - denotes 4ield% vhith ranciot b dr-fatltpd
ESC - will cancel any change% made tu this menu screu, duriitg thii

I RETURN] - To Conrtinue . . .DUNE

Figure 5.1.7.2a: Timer Statement Help
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5.1.8 Quit

You may exit the control submodel creating and editing

session by selecting the 'Quit' option. After selecting 'Quit'

you will be asked whether you wish to save the changes made to the

submodel.

IUSER I HELL < - aw I

CONTROL SUEIMUEL S1ATEINTS MENJ

I Choose the statemnt type to create Or edito

> oneral run information statement
)-> Prameter statements

I -) Global flag statements
-) Global variable statements
-, Force flag statements
-> Au Niliary action macro staternLt.
-> Timw statements

I - To Choice [RETURNJ - Make Choice - elp

Figure 5.1.8.1: Control Submodel Statements Menu
(Quit)
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5.2 Generate SNAP Input Statements

Once you have created all of your control statements, you

are ready to generate the control submodel input statements.

Simply select the 'Generate SNAP input statements' option of

the 'CONTROL NUi' (Figure 5.1.1) to create the input statements

file. The file that is generated (COWTROL.CSN) is located in your

working space subdirectory. Like all of the subodel statement

files, it is transparent to both Usarl and User2.

xArs I Me SPACE I g Sot T 1ff

* Ceate/Felt the cOe'tci qut~ft-dqi
I nWe5 aw &lout Intelmm,.

T - o Choice (Sl"TuIc K46e Choic IVpg

Figure 5.2.1: Control Submodel Menu
(Generate SNAP input statements)
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S. 3 Quit

To exit the control submodel section, select the 'Quit'

opt ion.

mI NO lWid s IEI WL E SU9MDEL <- ESC

* eate Ectit tN* comt~ol subeordfi

* b'w.ateSN'f a-p.vt StdAtwwvrt
subit

S4-to Choice LRETURNJ MA19 Choice '-Help

Figure 5.3.1: Control Menu
(Quit)
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6.0 WORKING WITH THE ADVERSARY DETECTION SUBNODEL

WOR'KING SPACE. EXAMPLE tALN4 4- e

SUBMODEL MENU

• Work with the facilitV submodel
• Work with the control submodrl

*1fte"th'.h Adyfovrtary Ute.t Ian.#.. *bldf1a
* Work with the guard submodels
* Work with the adversary submodels
* Quit

- To Choice [RETURN] - Make Choice " - Help

Figure 6.0.1: Submodel Menu

The adversary detection submodel describes what happens when

a sensor detects the presence of an adversary. The Userl support

program allows you to 'draw' the Adversary Detection Diagram and

fill in pertinent information on a menu screen and then generate

the SNAP input file. Using it, you can create multiple submodels

and parameterize them for User2.

When you are ready to create an adversary detection submodel

for a facility, choose the option 'Work with the adversary detec-

tion submodels' from the 'SUBMODEL MENU'.
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6.1 Create an Adversary Detection Submodel

The 'ADVERSARY DETECTION MENU' will then be displayed giving

you several options. An explanation of these options is shown in

Figure 6.1.1a. To create an adversary detection submodel, you

must select the create option on the menu.

WORKING SPACE. EXAMPLE BUNOODEL < -EC

I ADVERSARY DEIECtION MENU

I ~ COOO#&t a dvorsry datottlon subsele
I ~ Edit a n adversary detection submodel

*Generate SNAF, input statements
I C List adversary detection submodeis
I * Delete an adversary detectionl submadel

O uit

I f-To Choice CRETURN3 -Male Choice *'-Help

Figure 6.1.1: Adversary Detection Menu
(Create an adversary detection submodel)
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ADVERSARY DETECTION HELP

Choose to enter the network builder by creating or editing an
adversary detection submodel. In addition, from this menu you
may translate network symbols into SNAP input statements for a
submodel, list or delete submodels.

[RETURN) - To Continue . . . DONE

Figure 6.1.1a: Adversary Detection Help
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The first screen of the network builder will then appear

containing a grid and a command line. The grid represents the 48

pages that can be used to construct the submodel. These pages are

identified by the letters and numbers bordering the grid. For

example, the cursor is in Page D,3 in Figure 6.1.2. The character

"'* will mark the pages which currently contain adversary detec-

tion submodel information. You can move the cursor around the

grid by using the arrow keys and select the page in which you are

interested by hitting the return, or enter, key.

1 2 3 4 5
A

88

-I

Ki

F

H

COAND: ARR , [DATER], (F)ind, (C)heck, e(X)it, (?)Ilip

Figure 6.1.2: Adversary Detection Submodel Network Builder
Selection Screen
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Description of Display Control Comands

ARMR Nove cursor from Lox to box on the screen. hch box
is associated with a page on which the netwrk my
my be drawn,

(InT] HittingETR selects the page associated with the box
that the cursor is in.

(M)ind Search the network for a node entered from the terminal,
The Pae on which the node occurs will be returned if
it is ound.

(C)heck Check if all nodes in the network have been filled,
A list containing the label and location of the nodes
that have not been filled will be shown on the screen,

(H)elp Prints this information to the screen,

e(X)it Causes the program to teminate,

Press any key to continue,

Figure 6.1.2a: Adversary Detection Submodel Network Builder
Page Selection Screen Help
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once you have selected the page with which you desire to

work, the contents of that page will be displayed on the screen. 1

The page id will appear in the uppermost right corner and a list

of options along the bottom of the screen. The commands are

described on the help ocreen, which is listed on the next page.

......... .. .................. PAGED 3

Connnd. AR~ l,, 1.S.,. .... ..N. ... .O.?. ...

Figure 6.. Adesr Deeto .ewr Bule Page.... ....
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Description of StP dveman Detection Device Builder Comands

ARROWS Move the crosshair in the apppiate direction,
C)rosshair Toggle the crosshair speed betwen fast and slow.
G)oto Enter a GOTO node at the current crosshair location.
S)ensor Enter a SENSOR node at the current crosshair location.
B)anch Enter the branch drawing mode.
F)ill Fill node menu at current crosshair location.
L)ogic Enter a LOGIC node at the current crosshair location,
mo( )itor Enter a NONITOR node at the current crosshair location,
D)elete Delete current item. (Confimation will be requested).
M)ove Move the node or text at the current crosshair location,
E)dit Edit the node under the current crosshair location.
P)rint Generate a hardcopq of the current facilitg page on the printer.
O)ptions Select current displag o tions.
Q)uit Quit this page of the S1P netwrk builder,

The ESC keg Nag be used to cancel ang comand in progress,

Press ang keg to continue.

Figure 6.1.3a: Adversary Detection Network Builder Help

I
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When a sensor detects the presence of an adversary, it

transmits a signal to the guard force that is waiting for the

signal. Along its transmission path, the signal may be inter-

rupted at junction loops or switches. To prevent this, other

sensors (tamper alarms) can be associated with any detection

device. These tamper alarms will alarm if the detection device is

disabled. The signal is also subject to logical confounding. In

other words, the monitor may be able to tell that some detection

device has alarmed, but cannot identify which.

These aspects of the adversary detection submodel are

described graphically using the Adversary Detection Diagram.

SNAP-PC allows you to interactively 'draw' the diagram. (S)ensor

nodes are represented using circles; (L)ogic points, the junction

boxes or switches, are squares; and triangles are mo(N)itors. The

transmission paths are represented by solid lines, (B)ranches,

between the symbols, or nodes.

To add a node to the diagram, position the cursor to where

you would like the node placed and then type the letter associated

with the node. You will be asked to enter a node label (4 charac-

ters maximum). The node symbol and its label will then be dis-

played on your screen.
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. . . .. .. . . . . . . . . . . D 3

Co nd: ARROWS,C,N L, SG, B, F,A,D,N, E,P,O,q,?(help)

Figure 6.1.4: Node Placement
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To show the path a signal takes through a detection sub-

model, the nodes are connected by (Branches. A branch is created

by placing the cursor at the desired beginning point of the branch

and then typing (B]. The branch is drawn as you move the cursor

around the page. A bend point in the branch can be drawn by

typing (SPACE] and continuing. To end the branch you type

(RETURN].

. ...................................... AG10

.... ................ ..........

..... .. . S ..........

...........

kanch Mode Co,,and: ARBOM, C, SPACE, ENTER, [SC, H(elp)

Figure 6.1.5: Branch Mode

.~~ ~ ~ ~ .. . .
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Description of Branch Node Commands

ARROWS Hove the crosshair in the appropriate direction and update
the 'rubber band' branch from the current oigin point to the
crosshair location, (The initial origin point is the current
crosshair location at the time the line Mode is initiated, but
it Mag he updated bg the SPACE command, See below,)

C)rosshair Toggle the crosshair speed between fast and slow.

SPACE Make the current 'rubber hand' branch permanent and then
begin entrg of a new branch with its origin at the current
crosshair location.

ENTER Make the current "rubber band' branch permanent, and then
return to the main command menu,

ESC Abort entry of the current branch and return to the main
coMMand Menu,

Press ang keg to continue,

Figure 6.1.5a: Branch Mode Help
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When the submodel is too big to fit onto one page, you can

use the G)oto node to connect pages. The node label of the goto

node is the same as the node it connects to. You can see the use

of the goto node below as it connects the branch from sensor SEN3

to monitor MON1 on page D,4. You can have multiple goto nodes

connecting to the same node.

..s , ..... ... .... .PAGE .D

:~~ ~~ ~ ~ ..: .2 .... H .. .i l l l

. , ... .. ... .. .,

Comands: ARROS,,N,LS,G,B,FAD,NE,P,O,Q,?(heIp)

Figure 6.1.6: The Goto Node
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To add clarity to your diagram you may enter text by using

the (A)nnotation command. It allows you to enter one line of

text and place it at the current position of the cursor.

........................................... PAGED4
~IAGRAM CONTINUED FROM PAG! D3 .. ....... . .. . ...

Figure 6.1.7: The Goto Node Continuation Page

I,,
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Once the network is constructed, you will need to supply

data for the sensor and monitor nodes. By typing [F) you can 'i4

enter the fill mode. Then by moving the cursor to the node you

wish to fill and typing (RET], a data input menu will be displayed

allowing you to enter the required data. Sample sensor and

monitor node menus are shown along with their corresponding help

screens in Figures 6.1.9 through 6.1.10a.

• . , , , , , , , , , + , + , . . . . . . . . . . . ,

. .... .. .. ..... .....

. . . . . . . . . . . . . . . . . .

,~~~ ~ . . . . . . . . . . . . . . . . .

•~~ ~~ ~~~~~ . . . . . . . . . . . . . . . .

Fill Node oma.. s .RRO , C, D.TE, . . C, ?(.lp)

Figure 6.1.8: Fill Mode
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0

Dseiption of fill Node CoMands

ARBOS Move the ciosshair in the appropriate direction.

Crosshair Toggle the crosshair speed between fast and slow,

ENTER Enter the fill menu of the node which is positioned
at the current location of the crossair, This allows
user to fill in the data associated with the node,

ESC Quit the fill comand and return to the main option
menu,

Press any keg to continue,

Figure 6.1.8a: Fill Mode Help
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I SENSOR NOI~ 62 NE 4R K- SC

SENSOR NODE MENUJ

I Probability of detectionig t.Q.

I Signal persistencei Eq4fIf

I Enter SAVE to save current values, QUJIT to exit without ang

I -To Choice ~'-Help

Figure 6.1.9: Sensor Node Menu

I QUIT i. Io

SENSORS STATEMENT HELP

Definition Options Default

IProbability of detection constant between zero 1.0
I and one or a global

variable

ISignal persistence TEMPORARY, PERMANENT PERMANENT

I xx. - where xx. is a number, may be entered in most fields to note
I parameters
I4 - denotes fields which cannot be defaulted

IESC - will cancel any changes made to this menu screen during this
I sessi on

E RETURNI - To Continue . . .DONE

Figure 6.1.9a: Sensors Statement Help
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MONITOR NODE. MI NETWOft <- 1SC

MONITOR NODE MENU

I List guard WAIT nodes to signals

Enter SAVE to save current values, QUIT to exit without saving:

$4- To Choice - Help

Figure 6.1.10: Monitor Node Menu

SUIT <- ac

MONITORS HELP

Definition ptions Default

I List of guard WAIT node labels *

1 lxx - where xx is a number, may be entered in most fields to note
parameters

I - denotes fields which cannot be defaulted
I ESC - will cancel any changes made to this menu screen during this

session

I -I

I CRETURN] - To Continue . .DONE

Figure 6.1.10a: Monitors Help
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To aid in the construction of the adversary detection

submodel, there are several support options available. You may A

[Edit, [DIelete, or [Mjove objects on the page. You may change

the screen display (Olptions and check the status of the network

builder. Or you may print a copy of the page to your EPSON-

compatible printer.

The delete option allows you to remove a node, branch, or

text from the diagram. Simply place the cursor at the location of

the object you wish to delete and type [D]. As a safety precau-

tion, the object you are about to delete will flash and you will

be asked to verify your choice.

If you wish to change the node label of a node, Just place

the cursor on the desired node and type (E]. You will then be

asked to enter the new node label.

To get a hard copy of your diagram you may use the (P)rint

option. By typing (P] you can get a copy of the current page.
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You may move a node or text around a page by placing the

cursor on the object you wish to move and typing (MI. The object

you selected will flash and will follow the cursor as you move

about the page. Type (RETURN) to fix the object in its new loca-

tion or type EESCI to return the object to its original location.

.. . .... I I . I I . . I I I I I I PAGE D 3
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Description of Nove Node Commads

AHOWS Move the crosshair and associated node or text in the
appropriate direction.

C)rosshair Toggle the crosshair speed between fast and slow.

MIER Coplete the moye comMAnd fixing the location of the
node or text associated wit the crosshair at its curent
location. End mve Node and return to the min comand
menu,

ESC Abort the curent move comand and return the node or text
associated with the crosshair to its position prior to the
start of the Nove comand. End move Node and return to the
main command menu.

Press any key to continue.

Figure 6.1.11a: Move mode Help
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By typing (0] you can enter the display (O)ption mode. You

can toggle the display of the grid points, the annotation, and the

SNAP labels. You may also check on the status of the adversary

detection submodel network builder by the [Sitatus option. An

example of a status report for the facility submodel network

builder is shown in Figure 4.1.9 and is explained in Section 4.1.

...... .............................. PAGE D 3

. . .S. . . . , , S,, .

Displai Options: G, A, L, S, ?(help)

Figure 6.1.12: Display Options
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Description of Displag Option Commands

G)rid Toggle the grid displag on or off.

A)nnotation Toggle the displaq of annotation on or off.

L)ael Toggle the displag of SNAP node labels on or off.
S)tatus D)istlav a report on the status of the displag oftions,

status of the current displag page and status o the

overall facilitg,

All displav option commands return to the main command menu upon completion.

Press inv keg to continue,

Figure 6.1.12a: Display Options Help
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Once you have completed a page you can exit from it by

0typing [Q. The display control menu will then be displayed. An

asterisk indicates what pages have been used to construct the

submodel.

S3 4 5 6
A

I

G

CONANDS: ARROWS, [NTER], (F)ini, (C)heck, e(Xlit, (?)help

Figure 6.1.13: Display Control Menu After Constructing
Network

101

SALF.&ISIL



To help verify that you have supplied all the data required,

you may (C)heck the network for unfilled nodes by typing (C). The

program will then give you a listing of all the nodes that have

been drawn but not filled.

2 2 3 4 5 6
A

D *

E

G

H

Node SI, on page D, 3 has not been filled, Hit a kev to continue,

Figure 6.1.14: Check Option
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If you are interested in editing a node and you do not know

which page contains the node, you may (F)ind it by typing [F].

You will then be asked for the node label. After entering the

label the program will return with the page number containing the

node. If the label is associated with a goto node, several loca-

tions for the node may appear.

1 2 3 4 5
A

B
C

D

F
G

Wose 1 I1 ?

Figure 6.1.15: Find Option
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When you are ready to exit the adversary detection submodel

network builder, you may type (XI. A screen will appear giving

you the option to save the submodel or quit without saving. By

entering a name, the submodel will be saved and will be identified

by that name. You may then enter a description for the submodel.

After entering a description, you will return to the 'ADVERSARY

DETECTION MENU'.

WORKING SPACEs EXAMPLE ?MAIN - I

ADVERSARY DETECTION SUBMODEL FILE NAME MENU

Enter a name for this filen DET2
or type QUIT to leave this menu

[RETURN] - To Continue

Figure 6.1.16: Adversary Detection Submodel File Name Menu
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WORKING 6PACE. EXANPLE MIN i- I

ADVERSARY DETECTION SUBMODEL FILE NAME MENU

Enter m line of description for filel DET2

Or hit return to keep.

I AjvdrWV dtuk~ttn: *..2 w:i h tkhree .mnw,

[RETURN] - To Continue

Figure 6.1.17: Adversary Detection Submodel Description
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6.2 Edit an Adversary Detection Submodel

If you wish to change an existing adversary detection sub-

model, select the edit option on the adversary detection menu.

I WORKING SPACEi EXAMPLE SISUL<-l

ADVERSARY DETECTION MENU

*Create an adversary detection submodel
I C~StCRMv* #Wy. d.tCt1Wt subAWNW0

I ~ *generate SNAP input statemtents
I * List adversary detection vubmodels

.Delete an adversary detection subohodel
I eGuit

fi To Choice CRETURNI - Make Choice -Help

Figure 6.2.1: Adversary Detection Menu
(Edit an Adversary detection submodel)

After you select the submodel you wish to edit from a list

of those that you have created, Figure 6.2.2, you will re-enter

the adversary detection submodel network builder. When you exit

the network builder after your edit session, you may save the

changes under the curr-'nt name, create a new file, or overwrite an

existing file by entering the name of an existing file.
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I WOAKING SPACEi EXAMPLE MAIN C- 9LC

ADVERSARY DETECTION SUBMODEL SELECTION MENU

NAME DESCRIPTION

I DETS ; .ttI e Ube€dti vi tt anly One Senoor
I DET2 detection submodel with three sensors

QUIT Quit this menu

N- To Choice CRETURN3 - Make Choice I - Help

Figure 6.2.2: Adversary Detection Submodel Selection Menu

ADVERSARY DETECTION SUBMODEL SELECTION HELP

Use the arrow keys to select the adversary detection submodel with
which you want to work.

I RETURN) - To Continue . .DONE

Figure 6.2.2a: Adversary Detection Submodel Selection Help
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6.3 Generate SNAP Input Statements

You may generate the SNAP input statements for any of the

adversary detection submodels you have created. Select the

'Generate SNAP input statements' option on the 'ADVERSARY

DETECTION MENU', Figure 6.3.1. You may then choose from a list of

the names of the submodels that you have built. The file that is

generated ('name' .DSM) is located in your working space

subdirectory.

II WORKI1NG SPACI EXAMPLE SU <P6 -MD

I ADVERSARY DETECTION MENU

I * Create an adversary detection sUbmodel
I * Edit an adversary detection svbmodel

I ti' t'rt 001Upu uaInet
I *List adversary detection submodels
I a Delete an adversary detection submodel

aQuit

S4-To Choice [RETURN] - Mak~e Choice ? Help

Figure 6.3.1: Adversary Detection Menu
(Generate SNAP input statements)
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6.4 List Adversary Detection Submodels0
The list option will display the name and description of all

the current adversary detection submodels.

I WORKING SPACEs EXAMPLE I3NoD : 4-43c

ADVERSARY DETECTION MENU

.4 Create an adversary detection submodel
* Edit an adversary detection submodel
* Generate SNAP input statements

04-0&t d Vary detottion suboodelf
* Delete an adversary detection submodel
* Quit

t - To Choice ERETURN] - Make Choice ' - Help

Figure 6.4.1: Adversary Detection Menu
(List adversary detection submodels)

WORKING SPACE. EXAMPLE HAIN (,- EM

ADVERSARY DETECTION SUBMODEL DESCRIPTIONS

I NAME DESCRIPTION

DETI detection submode - -ith only one sensor
I DET2 detection submodel with three sensors

I [RETURN] - To Continue . .DONE

Figure 6.4.2: Adversary Detection Listing
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6.5 Delete an Adversary Detection Submodel

If you wish to delete a submodel, select the 'Delete an

adversary detection submodel' option. Then select the submodel

you wish to delete from the displayed list. You will be asked to

verify your choice.

WORKING SPACEs EXAMPLE BUSIODEL A ,E6C

ADVERSARY DETECTION MENU

• Create an adversary detection submodel
• Edit an adversary detection submadel
• Generate SNAP input statements
• List adversary detection submodPls
tIt Del .to an adversry aetet.1W* SLubodel
I*Qult

f I - To Choice ERETURN] - Make Choice ' - Help

Figure 6.5.1: Adversary Detection Menu
(Delete an adversary detection submodel)
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WORKING SPACE9 EXAMPLE MAIN (- EBC

ADVERSARY DETECTION SUBMUDEL DELETION MENU

NAME DESCRIPTION
I ---- --- - - -

DETI. , dtecttln sUbf4del with only one sonsor
DET2 detection oubmodel with three sensors
QUIT Quit this menu

f - To Choice CRETURN] - Make Choice - - Helo

Figure 6.5.2: Adversary Detection Submodel Deletion Menu

ADVERSARY DETECTION SUBMODEL DELETION HELP

Use the arrow keys to select the adversary detection oubmodel you
wish to delete.

[RETURN] - To Continue . . .DONE I

Figure 6.5.2a: Adversary Detection Submodel Deletion Help
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6.6 Quit

To exit the adversary detection submodel section, select the

'Quit' option.

It is important to remember that you can build multiple

adversary detection submodels for one facility and that each

submodel is identified with a name, given it at the time of

creation. You always have the option of editing any submodel at

anytime.

I WORKING SPACE. EXAMPLE SU5HOIUf <-E3C I

ADVERSARY DETECTION MENUI

* Cr eate an adversary detection isubmodel
* Edit an adversary detection submodelI
* Generate SNAP input statements
* List adversary detection submodels
* Delete an adversary detection submodel

I 9-To Choice ERETURN3 Male Choice -Help

Figure 6.6.1: Adversary Detection Menu
(Quit)
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7.0 WORKING WITH THE GUARD AND ADVERSARY SUBMODELS

The guard submodel is used to describe the movement of guard

forces through a facility. It represents the normal patrol route

of guard forces and the movement of the forces when adversaries

are detected. The submodel also describes how auxiliary guard

forces react to an adversary attack. You may construct multiple

guard submodels to represent different patrol and defense plans.

Each submodel can be parameterized to allow User2 to perform

sensitivity analysis on certain variables.

The adversary submodel describes the attack logic of the

adversary. For instance, an adversary force may sneak into a

facility trying to avoid detection, or they may try to overtake a

facility by force. You may construct multiple adversary submodels

to represent different attack plans and parameterize them for

User2.

Most of the guard and adversary submodels are built graphi-

cally by combining a series of nodes and branches to form a net-

work to describe the flow of the forces through the facility.

Chapter IV of the SNAP User's Manual describes the guard and

adversary submodels in detail. In addition to the network portion

of the submodel, there are five submodel statements that are not

created graphically. They are the engagement, combinations, PENG,

DENG, and BASE (for a guard submodel) or objective (for an adver-

sary submodel) statements. Each of these is entered in a menu

driven fAshion. The procedure for entering these statements is

given in Section 7.1.
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7.1 create a Guard Submodel

This section will focus on describing how to construct a

guard aubmodel. It is identical to the procedure used to con-

struct an adversary submodel, with the exception of a small number

of nodes which may be created in one submodel type, but not the

other.

Once you have selected to work with the guard submodel, the

'GUARD MENU' will be displayed. Select the 'Create a guard sub-

model' option.

II WORKING SPACE. EXAMPLE

I GUARD MENU

I*Edit aguard subnmodelI
I * Generate SNAP input statements
I * List guard submodels
I * Delete a guard submodel
I~ 'Quit

f -To Choice CRETURNJ Make Choice ? Help

Figure 7.1.1: Guard Menu
(Create a guard submodel)
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IUIT (- ESC 1

GUARD SUPMODEL HELP

I Choose to enter the network builder by creating or editing a guard I
submodel. In addition, from this menu you may translate network symbols I

I into SNAP Input statements for a submodel, list or delete submodels. I

I ERETURN] - To Continue . . .DONE I

Figure 7.1.1a: Guard Submodel Help

The network builder page selection screen will appear on

your console. It contains a grid which represents the pages

available for submodel construction and a command line. The pages

are identified by the letters and numbers bordering the grid. You

may move the cursor around the grid by using the arrow keys and

select the page you wish to use by typing [RETURN]. For example,

the cursor is pointing to page C,2 in Figure 7.1.2. A description

of all the commands is shown in Figure 7.1.2a. Each will be

discussed later in this section.
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1 2 3 4 5

A
B

c +
D

F

G

CO NDS: ARRO S, [EN ], (F)ind, ()eck, (S)tate, e(X)it, (?)help

Figure 7.1.2: Network Builder Page Selection Screen
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Description of Display Control Connands
---------------------

ARROWS Nove cursor froM box to box on the screen, Each box
is associated with a page on which the network may
mg be drawn,

(ENTER] Hitting ENTER selects the page associated with the box
that the cursor is in.

(F)ind Search the network for a node entered from the terninal,
The page on which the node occurs will be returned if
it is found,

(C)heck Check it all nodes in the network have been filled,
A list containing the label and location of the nodes
that have not been filled will be shown on the screen.

(S)tate Define Statements associated with this subpodel,

(H)elp Prints this information to the screen.

e(X)it Causes the program to ter inate,

Press any keg to continue,

Figure 7.1.2a: Network Builder Page Selection Screen Help
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The contents of the page you selected will be displayed on

the screen. The page id will appear in the uppermost right corner

and a list of available options will be written along the bottom

of your screen. The commands are described in the help file,

which is listed in Figures 7.1.3a and 7.1.3b. The basic network

commands [D~elete, [Mlove, [E]dit, [P]rint, and [O]ptions are the

same as those for the facility submodel and adversary detection

submodel network builders.

i~ i.i ii .. .. .. ... . . . . . PAGE C2

Commas: ARROUS,C,N, L,G, R,MT,S, X,B, FA,D,N, EP, O,Q, ?(help)

Figure 7.1.3: Submodel Network Builder Page
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Description of SNP Guard Subnetwork Builder Com.ands

ARROWS Move the crosshair in the appropriate direction.
C)rosshair Toggle the crosshair speed between fast and slow,
e(N)ter Enter an ENTER node at the current crosshair location,
a(L)locate Enter an ALLOCATE node at the current crosshair location,
G)oto Enter a GOTO node at the current crosshair location.
R)tb Enter a RIB node at the current crossMair location,
W)ait Enter a WAIT node at the current crosshair location.
T)ask Enter a lASX node at the current crosshair location.
S)ignal Enter a SIGNAL node at the current crosshair location,
e(X) it Enter an EXIT node at the current crosshair location,
B)ranch Enter the branch drawing Mode,

Press ang keg to continue,

Figure 7.1.3a: Submodel Network Builder Page Help
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Mil fill nodb Vnu at cumrnt crosshair location.
AOnnotite Enter text at the cumrnt crosshaip location.
DWelete Delete curent iteN. (Confimation gill ke requested).
M~ove N1ove the nobe or text at the current crosshaip location.
W~it Edit the Woe under the current crosshaip location.
PMint Genepate a hardcopg of the current tacility page on the printer.
Options Select current displag options.
Q)uit Quit this page of the SNAP network huilder.
The ESC keg mg be used to cacel any commn in progress.

Press ang keg to continue,

Figure 7.1.3b: Submodel Network Builder Page Help
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You are now ready to begin building your network. Use the

arrow keys to move the cursor to the location where you wish to

enter a node. Type the letter corresponding to the appropriate

node and then enter the node label in the field which will appear

in place of the command line. Once the label has been entered the

node will be drawn in the indicated location.

You should keep in mind that nodes are drawn on the screen

left justified to the position of the cursor. You should also try

not to draw too many nodes onto one page. You have 48 pages

available to construct your submodel.

* EI.. .. ... .. ... .. ............ C

............ ...............

, o , , , o ~ q ,. . . ... o , . .. . .

, . . .n. . . . . . . . 0, 0 1 . ,o ,.

. ................. I...... . . ,.....

.. ............ ........ ........

CO~anas: ARROI6,C,NLG 1R1H1Ti,SXDF,A,DNEP 1OiQ 1?(Je1p)

Figure 7.1.4: Submodel Node Placement
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Continue constructing the network by adding branches and

nodes. There is no contiguous restriction for building the net-

work, so you can add a node or branch anywhere at anytime. Since

a branch has direction representing the flow of logic, each branch

segment must begin at the endpoint of the branch segment preceding

it or at a node. These branch segments can be drawn in any order

as long as the final branch connecting the nodes is contiguous and

does not consist of branches whose directions differ.

A branch that does not have an end node will be coded as a

RETURN branch. For more information concerning RETURN branches,

reference the SNAP User's Manual, page 48.

In some cases you may want to specify the sequence in which

the branches will be taken. To accomplish this you have the

option of ranking your branches when you are inside the network

builder. Each branch may have a rank between -99 and 100, with a

default ranking of 0. The lower the rank the higher the priority.

Other restrictions on branches are that they can only con-

tain 20 bend points, they cannot emanate from a goto or exit node,

and there cannot be any more than 99 branches leaving a single

node.
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To input a branch move the cursor to the point where the

0 branch is to begin and type (B]. Then by moving the cursor the

branch is drawn. To place bend points on a branch type [SPACE] at

the desired location and continue on with the branch. To end the

branch, type [RETURN] at the desired location.

[CI ... Al ..................... PAGEC2

. . . . , ° . , ,,. ., , . , . . . , . . . . . . .

, , i , , o , , , , .. .,. . . . . . , . , . .. .

. , , i , , , ,.,. . . . . . t . . . . . . . . . . . .

, . , , ., , , , . , ,. . . . ..,. . . o . .. .

Brinch Noe Coinwads: AMRI, C, SPACE, EMTR ESC, H(elp)

Figure 7.1.5: Branch Mode
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Description of banch Node Comands
om -- -- mO ..............illmi~g m m -~

ARROWS Move the crosshair in the appropriate direction and update
the 'rubber band' branch from the current o igin point to the
crosshair location. (The initial origin point is the current
crosshair location at the time the line mode is initiated, but
it Nai be updated by the SPACE comand. See below.)

C)rosshair Toggle the crosshair speed between fast and slow.

SPACE Hake the current 'rubber band branch permnent and then
begin entry of a new branch with its origin at the current
crosshair location.

ENTER Make the current 'rubber band' branch permnent, and then
return to the main comad Menu,

ESC Abort entr, of the current branch and return to the Main
command Nenu,

Press ang keg to continue,

Figure 7.1.5a: Branch Mode Help
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fThe goto node is used to continue a network from one page to

another. In the example below the branches leaving task node, T9,

actually connect with the nodes T10 and T14 on some other page.

The goto node is used to show this relationship. The label for

the goto node must be the same as the node it points to. It is

not necessary, however, that the goto node point to a node on

another page. You may use it to point to a node on the same page.

This capability reduces the number of long branches you may need

on a page. In the example shown in Figure 7.1.6, task node T2 is

connected to task node T4 through the use of a goto node.

SEG ..... ALI.......T1 ...... T2. . . .T4 PAGEC 2

Fiur3..6. .The..otoTNode. T8

.... ..li l .i .

4 . . . . . T. . . ...i 46 M

- CIJ

. . . . . . . . ...: T h e G o t .N o.d e. .
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You may enter a line of text on your page by using the

(A)nnotation command. The text is left-justified at the current

location of the cursor.

Seondpa~~eofguai'd~atPAGE D 2Anbaio~b~

Comqands. ..OUS. ...R1M. .,X.,.,A.,.,E.,O. .(l114

Fiur ...7 Newr Annotation ... .. ..

126. . . . . . .

.

. . . . . .



At some time during the construction of your network you must

supply supporting data for every node, except the goto nodes. By

typing [F] you will enter the MFill mode.

..................... ....... ...

Fi ur 7. .8 Fil Mode. . i . . .
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Description of fill Node Comands

AROWS Nove the crosshir in the appropriate direction,

C)rosshair Toggle the crosshair speed between fast and slow.

IM ER Inter the till Menu of the node which is positioned
at the current location of the crosshair. This allows
user to fill in the data associated with the node,

ESC Quit the fill coMMand and return to the Main option
Menu,

Press ang keg to continue.

Figure 7.1.8a: Fill Mode Help

128



The new set of commands directs you to move the cursor to

the node that you wish to fill and to type (RETURN]. The data

input menu that is shown will depend on the type of submodel that

you are building.

The data input menu for all seven node types is shown on the

next several pages. Each menu is followed by its corresponding

help screen. Note the difference between the guard and adversary

enter node menus.

NETWOR* W ESC I

GUARD ENTER NODE MENU

I Labels EGI Comment: -

Time of arrival (minutesz): 0*0

Initial facility location:s.

Maximum number of branches; to be taken: £l

I Do you wish to define branches7.MO

I Enter SAVE to save current values, GUIT to exit without saving:-I

fl -To Choice -Help

Figure 7.1.9: Guard Enter Node Menu
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QUIT (- EIC

GUARD ENIER NODlE HELP

Definition Options D'fault
-- -- - - - - -- - - -

Time of arrival (minutes) a constant (

Initial facility location a facility label tlani

Maximum number of branches positive integer 1
to be taken

I xx - where xx is a number, may be pntrred in most fields to note
parameters

** - denotes fields which cannot be dfaultpd
ESC - will cancel any changes made to this menu screen during this

session

[RETURN] - To Continue . . .DONE

Figure 7.1.9a: Guard Enter Node Help
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I ADVERSARY ENTER NODE MENU

I Labels AEl Comments.....

I Size of forcea. Type of weapons

I Proficiencyi ,*.

I Time of arrival (minutes)s ,

I Initial facility lctom~

Maximum number of branches to be takens .'

I Do you wish to define branches?' ,No

IEnter SAVE to save current values, OUIT to exit without savinge,

I I-To Choice 7-Help

Figure 7.1.10: Adversary Enter Node
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QUIT -8C

ADVERSARY EN1ER NUDE HELP

Definition Options Defalu t

Force size inteier 1

Weapon type 110 h,.hiiduii It

01 50e41tniltilir a-I(

m-Mtiima7hiiin qun
1A fully aLtutmatLic
NW-i |1 wea|loll

Proficiency -1U' to I)0

[RETURN] - To Cootinue . . .M

QUIT 0- EBO

Time of arrival (minutes) a conqtaiit 0

Initial facility location a facility label bl'Ad I

Maximum number of branches punitive l11teer I

to be taken

Ix - where wx is a number, may be entpred in must litids to siot.
parameters

I s * ~s - denotes fields which rafincnt hie drfaiult .i
ESC - will cancel any changes madp t this mn,,u screerv during tht-

session

[RETURN) - To Continue .UNf

Figure 7.1.10a: Adversary Enter Node Help
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ITWA MWEt

ALLOCATE NODE MENU

I Labeli ALl Commenta

I Base l abel si-$9-'

I Number of guards being alctd

I Maximum number of branches to be taIk.ns

I Do you wi'sh to define branches7 NO

I Enter SAVE to save current values, WuIT to exit without saving:

f tf ToChoice " Help

Figure 7.1.11: Allocate Node Menu

At-LOCATE NODE HELP

IDefinition Options Default

I Base label label of a BASE

I Number of guards being unteger '- ) or global I

I allocated variable

I Maximum number of branches positive integerI
I to be taken

I xx - where mx is a number, may be entered in most fields to note
I parameters

*4.- denotes fields which cannot be defattlted
I ESC - will cancel any changes made to this menu screen during this

I session

I ERETURN2 - To Continue .. . DONE

Figure 7.1.11a: Allocate Node Help
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RTS NODE OM

I Labels RTB Comments ~ ~

I Base Iaeu~

I Maximum number of branches to be tokssnU I

I Do you wish to define branches?;NO

I Enter SAVE to save current values, QUIT to exit without savings

~4 To Choice -HelIp

Figure 7.1.12: RTB Node Menu

I RTB NODE HELP

Definition Options Default

I Base label label of a BASE *

I Maximum number of branches positive Integer I
I to be taken

e xx - where xx is a number, may be entered in most field% to note
parameters

- denotes fields which cannot be defaulted
I ESC - will cancel any changes made to this menu screen during this

session

I CRETURNJ - To Continue . . .DONE

Figure 7.1.12a: RTB Node Help
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SIGNAL NODE MENU

I Labels SIGN Comment j.

I Signal specificationa

I Maximum number of branches to be takeni

I Do you wish to define branches?AO...

I Enter SAVE to save current values, OUIT to emit without saig

tTo Choice 7-Help

Figure 7.1.13: Signal Node Menu
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*IUdNAL NODE HELP

IDefinition Options Def aul t I
-- -- -- - - - -- - - -

I Signal specification Seo next page -44

I Maximum number of branches positive IntegerI
I to be taken

S xx - where xx Is a number, may be entered in mast fields to noteI
par ameter-,

I eec. -denotes fields which cannot be defaulted
I ESC -will cancel any changes made to this menu screen during this
I session

I RETURN3 - To Continue ... MORE

U UI T < - IUC

I The SIGN.AL %pacification takes one of two general forms.

IRSI RS2 RS3

LOGIC POINT or TEMPORARY Tisv
TRAN

WAIT node label PERMANENT blank

ADVERSARY Facility Location or TISV
TRAN

GUARD Force Identifier Network no'de
label where
force goes

I IRETURN3 -To Continue . ..DONE

Figure 7.1.13a: Signal Node Help
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NETW <- E&C

I EXIT NODE MENU

Labels EXI Comments -

I St op optioan. i

I Enter SAVE to save current values, OUIT to oxit without saving:I

ftI-To Choice -Help

Figure 7.1.14: Exit Node Menu

EXIT NODE HELP

IDefinition Options DE'f aUlt
I------------------------------------------------- -

I Stop option blank~ or STOP blankc

I lXX - where xx is a number, may be entered in most fields to note
I parameters

I 4* - denotes fields which cannot be defaulted
I ESC - will cancel any changes mae to this Menu screen durina this

I session

I ERETURN) - To Continue DONE

Figure 7.1.14a: Exit Node Help
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I TASKr NODE MENU

I Label s T12 Comments 4 *I

I Facility locations~?'i Modes~

I Taok times :C9W(*1 Auxiliary actions

I Win engagement labels Start engagement labels

I Maximum number of branches to be takens \

I Define engagement pointers: o

I Do you wish to define branches7ll

I Enter SAVE to save current values, OUIT to emit without savings-,

f -To Choice ?-Help

Figure 7.1.15: Task Node Menu

I sUJIT <- 9EC

TASV NODE HELP

Definition Options Default

I Facility location facility label or blank blank
(no change)I

I Mods Guards PATROL, blank
I NEUTRALIZE, (no change)I
I bI anP.

Adversaryt ENTER,
PENEIRATE,
EXIT,blan'

I Task time See User's Guide C'ON(O)

[ RETURN] To Continue ... MORE

Figure 7.1.15a: Task Node Help J

138

.,% %- %V N % % %

% % %~



QUIT <- ESC I

I Auxiliary action ATVI~B
DISADLE(LBL) (flu r ti:llary I
GTLr (OLOL ,vaIt e) artio,0 I
CAI I (PBL)I
MArI'T( T I MR) I
RECORD (lI MR)

Win engagement label blank, blan I
SCONTINIJE
Slop,

node label

Start engagement label blank, or node latel blank

I RETURN] - To Continue . . .MORE I

QUIT <- ERC I

Maximum number of branches positive integer I
to be taken

Ilxx - where xl: is a number, may be entered in most fields to note I
parameters

I *e. - denotes fields which cannot be defaulted
ESC - will cancel any changes made to this menu screon during this

session

I I

I RETURN3 - To Continue . .DONE I

Figure 7.l.15a: Task Node Help (continued)

139



14TWO11W 4- ROG I

I WAIT NODE MENU

I Labels WI Comments ~~~.
I Auxiliary actions

I Win engagesment labels Start engagement labels

I Maximum number of branches to be tln

I Define triggers to release the forces NO:

I Define engagement pointeruss N

I Do you wish to define branches?NOIA

I Enter SAVE to save current values, QUIT to exit without saving:' :.

f iTo Choi ce -Help

Figure 7.1.16: Wait Node Menu
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atilt <- ESc

WAIT NODE HELP

IDefinition Options Dpqai I t
-- -- -- - --- ---

IAuxiliary action MERSE,TRANSFER, or blank< blanV

IWin engagement label blank ln

CONI INUE

STOP

Node label

IStart engagement label blank or node label blant:

IMaximum number of branches positive integer 1
I to be taken

I RETURN3 - To Continue . .__ _.- MOR~E

QUIT <-~3 I r

IDefine triggers to release See HELP under trigger
I the force menu

IDefine engagement pointers See HELP under engagement
pointer menu

I xx - where mm is a number, may be entered in most fields to note
I parameters

I- denotes fields which cannot be' defaulted
IESC - will cancel any changes made to this menu screen during this
I session

CRETURNI -To Continue ... DONE

Figure 7.1.16a: Wait Node Help
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The wait node triggers define the conditions that must exist

to release the forces at the wait node. To describe the triggers,

answer 'yes' to the define trigger question. You must follow the

format for triggers exactly as shown in the trigger help informa-

tion or a SNAP input error will be detected at the time of execu-

tion. You must supply a trigger for every wait node.

WAIT NODE WI LIINI tIC I

RELEASE TRIGGER MENU

I Triggers

I Exit release trigger menus NM

t 9- To Choice 7-Help

Figure 7.1.17: Release Trigger Menu
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QUIT !- ESC

TRIGGER HELI

TRIGGER WAIT FOR I
-- - --- -- -

GUARD,facillty label qtuard at Facility location I

ADVERSARY,facility label advers;ary at facility location I

ADDADD label ADD to be triqgered

SIGNAL c;ignal from another force

TINC, value or global a period of time in munites
variable

ENGAGEMENT,facility label engagement at facility location

[RETURNI - To Continue . . .MORE I

QUIT <- ESC

Triggers may be combined with an .AND. operator to form combined
triggers (e.g., GUARD,SPI.AND.ADD,MI). Multiple triggers (OR conditions)I

I may be specified by separating (possibly combined) triggers with .OR.
operators (e.g., GUARD,SP.AND.ADD,MI.OR.TINC,2).

Any trigger, except TINC, can br preceded by a "NOT." operator.
The "NOT." applies only to the trigger immediately following.

EXAMPLES

(GUARD,SPI.OR.NOT. ENGA,SP6)

(NOT. ADD,Sl)

(NOT.GUA,SP2.AND.NOT.ENGA,SP2.OR. TXNC,5)

I ERETURNI - To Continue . . . MORE

Figure 7.1.17a: Trigger Help
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JZirr A- sac

I xx - where xx Is a number, may be entered In most fields to note

parameters
I i5t - denotes fields which cannot be defaulted
ESC - will cancel any changes made to this menu screen during this

session

CRETURN] - To Continue . . .DONE

Figure 7.1.17a: Trigger Help (continued)
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At the time you supply data for a node you will have the

option to define the branches that emanate from it. By answering

'yes' to the define branches question, a list of all branches

leaving that node will be displayed on the screen. You may cursor

to the branch you wish to define and select it by typing [RETURN].

BRANCHES FROM NODE TB #M= MENU I.- asc I

TO FOFR-
TYPE NODE COMMFNI TIr4I 1 I IN

DEC T9 3 0.0
DEC T4 u. I

DEC T7
Quit Branch Editing Session and Savv

f - To Choice CRETURN] - Make Choice e- Help

Figure 7.1.18: Branch Selection List Menu

QUIT C- 90C

BRANCH SELECTION HELP
---------------------

Arrows - move up or down the list one item at a time.

I PgUp - move up the list a page at a time.

PgDn - move down the list a page at a time.

Home - move to the top of the list.

I End - move to the bottom of the list.

RETURN - Fill/Edit branch currently selected.

I CRETURN] - To Continue . . .DONE

Figure 7.1.18a: Branch Selection Help
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The branch input menu for a regular branch will be displayed

for all new branches. If there is only one branch leaving the

node, you will enter this menu directly, skipping the branch

listing menu. If you change the branch type to decision, DEC, or

probability, PRO, additional data is required. The decision and

probability branch menus are displayed in Figures 7.1.20 and

7.1.21.

BR4 LISTING C- E

Define branch from node ALl to node TI

Comment:

Portion of force to take this branch: 0.0

Branch type, (REG, DEC, PRO): REG

I Branch ranking: 0

I Exit branch menu: NO

- To Choice -Help I

Figure 7.1.19: Regular Branch Menu
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SIMCi LISTING <- ESC

Define branch from node Ti to node 12

Comment s

Portion of force to take this branch 0.0

Branch type, (REG, DEC, PRO)i PPO

Probability for branchi .50

Branch ranking: 0

Exit branch menus NO

f I - To Choice - - Help

Figure 7.1.20: Probability Branch Menu

SAAWH LJSIN (- SIC

I Define branch from node T5 to node T6

I Comment:

I Portion of force to tabe this branch: 0.0

Branch type, (REG, DEC, PRO): DEC

I Condition for brancht
I (F1.1SACT)

Branch rankings 2

I Exit branch menus NO

I - To Choce- Help

Figure 7.1.21: Decision Branch Menu
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OUlV <- e

BRANCH 14ELP

D6flnltion Options Default
-- -- - - - - -- --- --

Portion of the force to take O - All available O
this branch <.1 fr,'tion of force

1 - number of individuals
to send

I ]

Branch Type kFLILAR or Rag
DECISION or
FROFABI L SI IC

Ranking is used to determine -99 to 100 ,' I
the order in which branches
are to be evaluated. Lower the
ranking the higher the priority.

CRETURN] - To Continue . . . MORE

QUIT '- EC

DECISION Branching

Condition to tet. See User's Guide a
If it is true, the branch

is taken

PROBABILISTIC Branching

Probability of selecting this cotstant or global 0.5
branch variable between

0 and I

Ixx - where NN is a number, may be entered in most fields to note
parameters

S* - denotes fields which cannot be defaulted
EBC - will cancel any changes made to this menu screen during this

session

I RETURN] - To Continue . .. DONE

Figure 7.l.21a: Branch Help
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To enter the wait and task node engagement pointers you must

answer 'YES' to the define engagement pointers question. The list

of engagement pointers will appear initially blank. To add an

engagement pointer to the list type (A].

I ENGAGEMENT POINTERS FOR NODE Ti2 NOE MENU - ESC

I FACILITY ENGAGEMENT
I NO. LOCATION RANGE LAPEL

I f-To Choice A -ADD D -DEL <RET> EDIT 7- Help

Figure 7.1.22: Engagement Pointer Selection List Menu

QUIT <- 99C

ENGAGEMENT POINTER SELECT HELP

Arrows - move up or down the list one item at a time.

PgUp - move up the list a page at a time.

I PgDn - move down the list a page at a time.

I Home - move to the top o4 the list.

I End - move to the bottom o4 the list.

II A - Add an engagement pointer to list above current line.

D - Delete engagement pointer currently selected.

I RETURN - Edit engagement pointer currently selected.

I (RETURN] - To Continue . . .DONE

Figure 7.1.22a: Engagement Pointer Selection Help
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An input menu will be displayed allowing you to enter the

data associated with the new engagement pointer. The range must

be specified as an integer. To save and exit the menu you must

type (RETURN] in the last data field.

I ENGAGEMENT POINTERS FOR NODE TI2 USTJNiWiu

ENGAGEMENT POINTER MENU

I Facility locatione

Range (maters)u 19

Label for engagement processingul I

f- To Choice 7- Help

Figure 7.1.23: Engagement Pointer Menu

GUIT <- WIC

ENGAGEMENT POINTER HELP

Definition Options De43uit I

I Facility location facility label .

I Range distance in meters I,.,

I Label for engagement processing PENG label as specified on I
ENGAGEMENT card I

I RETURN - in last field to return to NODE MENU with updated information I
I *xx - where xx is a number, may be entered in most fields to note

parameters
I * - denotes fields which cannot be defaulted

I ESC - will cancel any changes made to this menu screen during this
session

I ERETURN] - To Continue .DONE I

Figure 7.1.23a: Engagement Pointer Help
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Once you leave the data input menu, the engagement pointer

list will be displayed containing the updated information. You

may continue to add new engagement pointers or edit or delete old

pointers. To save the changes you made during the session select

the 'SAVE' option.

I ENGAGEMENT POINTERS FOR NODE T12 MM MNU W - ESC

I FACILITY ENGAGEMENT
INO. LOCATION RANGE LABEL
I 1 03 10 rGI

I If-To Ch0Jc. A -ADD D -DEL <RET> -EDIT - Help

Figure 7.1.24: Engagement Pointer Selection List Menu
After Input
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There are several support commands available to aid you in

the construction of your submodel. These commands are [DIelete,

[Miove, [Eldit, [Pirint, and [Olptions.

The delete command allows you to remove a node, branch or

annotation from a page. To delete an item place the cursor in the

middle of the node or branch, or at the beginning of a text string

and type (D). The item selected for deletion will begin to flash

and you will be asked to verify the selection. Answer yes to the

query and the item will be deleted.

The edit command allows you to change the node label of a

node. You can change the label by placing the cursor in the

middle of the node you wish to edit and type [E]. Then enter the

new label in the field which appears. The node will be redrawn

with the new label.

The print command is used to print a hard copy of the

current page. By typing [P) and verifying that you want a copy,

the page is printed.
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The move command is used to move a node from one position to

another. Place the cursor in the middle of the node you wish to

move and type [MI. You can then move the node around the page

using the arrow keys. Type (RETURN] to fix the node at its new

location.

*EGI .. .. .. ALI.. .. . . . *.. .. .. T2 . . .T 4 PAGEC 2

Figur 7.155 Move Mode.. ...
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scription of Hove Node Commands

ARONS Hove the crossh i and associated node or text in the
appropriate direction6

C)posshair Toggle the crosshir speed between fast and slow.

ENTER Coplete the Nye coMMAnd bfixing the location of the
node or text associated wit the cosshir at its current
location. End ore mode and return to the main coMMand
menu,

ESC Abort the current Nye command and return the node or text
associated with the crosshir to its position prior to the
start of the oye com ad End Move mode and return to the
Main command menu,

Press an keg to continue.

Figure 7.l.25a: Move Mode Help
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The display (Ciption command toggles the display of the

grid, the node labels, and the annotation.

* Q .EG.I . A i.. .. .. T1. .. . . ,. . . . 14. PAGEC 2

I *I % .: \ . . . . . .. - ** . %*I*%
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IU

Description of Displag Option Comands

G)rid Toggle the Pid display on or off,

A)nnotation Toggle the displag of annotation on or off.

L)Uael Toggle the displag of SNAP node labels on or off.

S)tatus Displag a report on the status of the displag options,
status of thi current display page and status of the
overall facilitg,

All display option comands return to the min coMMand Menu upon coMpletion,

Press any keg to continue,

Figure 7.1.26a: Display Options Mode Help
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You may also display the status of your submodel. This

option gives you a summary of the network status, page status, and

display status. The network status consists of the number of

branches, nodes, and annotations currently in the submodel and the

number of bytes free in memory. Since memory is dynamically

allocated, the size of your submodel is limited only by the amount

of memory you have on your microcomputer. As shown in Figure

7.1.27, the number of bytes free will always read 65000 until you

have less than that amount available.

Network; C: \SNAF\USER.1\SCRA!CN

Network Status Page Status Display Status
------------------..- --

49 Branches Page No. Do 3 Grid: ON
25 Noides 28 Branches Annotation: ON
2 Annotations 18 Nodes Nodes: ON

65899 Bytes Free 9 Annotations Node Labels: ON

Press any key to continue,

Figure 7.1.27: Network Status Diagram
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Once you have completed the construction of the graphical

portion of your submodel, exit the current page by typing [Q].

The page selection screen will be displayed. Pages with submodel

information on them are denoted by an asterisk.

3 4 5 6
A

B

C *+

E
F

H

CONNDS: ARROWS, (ENTER], (F)ind, (C)heck, (SMtate, e(X)it, (?)help

Figure 7.1.28: Network Builder Page Selection Screen
After Network Construction
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To verify that you have supplied the data for each node, you

can perform a chczk on the network by typinq [C]. A message will

be displayed at the bottom of the screen each time an empty or

unfilled node is found. You must hit any key to continue the

search. When it has completed, the message 'Finished search. Hit

any key to continue' will be displayed. You must fill every node

before you can generate a valid SNAP input statement file.

1 2 3 4 5 6
A4

D

E

C *

H

Node 16, on page C, 2 has not been filled, Hit a key to continue.

Figure 7.1.29: Check Option

159

N N N

Lai



To find the page on which a node is located, you may use the

(F)ind command. By typing [F] and entering the node label in the

field that is displayed, the program will return the page

identifier in which the node is found. If a node is associated

with goto nodes, the program returns the page identifier for all

goto nodes and the node itself.

1 2 3 4 5 6

B

D i

E

H

Node I el? I

Figure 7.1.30: Find Option
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To complete the submodel you must supply the engagement,

combination, PENG, DENG, BASE and objective statements. To enter

the statement definition mode you must type (S] while on the page

selection screen. The 'STATEMENT DEFINITION MENU' will be dis-

played. The guard and adversary statement definition menus are

shown in Figures 7.1.31 and 7.1.32. The two submodel menus differ

only in the third statement type. For a guard submodel you must

define BASE statements and for an adversary submodel you must

define an objective statement.

PA6SC £ LECT <- ,SC I

STATEMENT DEFINITION MENU

- De0:ningagement statont
-> Define combinations statement

I -> Define BASE statements
-> Define PENG statements
-> Define DENG statements
-> Quit statement definition menu

- To Choice -Help

Figure 7.1.31: Guard Statement Definition Menu
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MANl MULCT 4- 19C

STATEMENT DEFINITION MENU

I -. b*41ne flaq~nt otaktamnt
I -> Def ine combinations statement
I -> Define obJective statement
I -> Define PENG statements
I -> Define DENG statements
I -> uit statement definition menu

f $- To Choice -Help

Figure 7.1.32: Adversary Statement Definition Menu

I QUIT <- WC

I STATEMENT DEFINITION HELP
- - - - - - - - - - - - - -

IThere are five statement types asociated with the oubnodel.
Submodels will not necessarily rontain all of the statemeft*,,
you need only to create the f.tataenwnts associated with your

I own model. Move the highliqlited blocI to the statement
I category you desire to create/edit and hit [RETURN].

[ RETURN) - To Continue ... DONE

Figure 7.1.32a: Statement Definition Help
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The procedure for supplying the BASE, PENG and DENG state-

ments are identical. The PENG statement will be used as an ex-

ample. Select the PENG statement option to list all of the de-

fined PENG statements. It will initially be blank. To add PENG

statements to the list type (A].

PENG STATEMENT DEFINITION STATE. DEF. <- ESC I

PENG CORRESPONDING TIMF

NO. LABEL DENG INTERVAL

IA... GAVE

f -To Choice A -ADD D -DEL [RET- EDIT 9 He 1p

Figure 7.1.33: PENG Statement Selection List Menu

oIu r - EsC

PENG STATEMENT SELCrT HELP

Arrows - mo've up or down the list one item at a time.

PgUp - move up the list a page at a time.

PgDn - move down the list a page at a time.

I Home - move to the top of the list.

End - move to the bottom of the list.

A - Add a peng statement to list above current hire.

D - Delete peng statement currentlv selucted.

I RETURN - Edit pprg statement curertly sfzlected.

[RETURN] - To Continue . . DONE I

Figure 7.1.33a: PENG Statement Select Help
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A menu containing default values will be displayed allowing

you to enter the Aata associated with the PENG statement. To save

the statement, type (RETURN) in the last data field. The list of

PENG statements will now show the updated status. To add another

PENG statement, you need only type (A]. It is imperative to SNAP

that the PENG statements be in a particular order. When adding

statements to a list remember that the new statement is inserted

into the list prior to the line highlighted by the cursor. From

the listing menu you may also delete a PENG statement (type [D])

or edit (type (RET]) an existing statement.

I

I PENS STATEMENT MENU

I Corresponding DENS labelmi4,'

I Time interval till next change, k .o t

w- To Choice 1 - Help

Figure 7.1.34: PENG Statement Menu
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QUIT <- IUC

PENS STATEMENT HELr

Definition Options Dv FauI t

- - - - - - - - -

PENG label 4 character-s max: .4

DENG label label of DENG in same
(GURAD or ADVESARY) section

Time interval till ne't numeric (ni0utes) i.E20

change of characteristic

@x, - where xx is a number, may be eoitered in most fields to note

parameters
- denotes fields which cannot be dtfaulted

ESC - will cancel any changes made to this menu screen during this

sesski on

ERETURN. - To Continue V.,ONE

Figure 7.1.34a: PENG Statement Help
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The data input menus for the DENG and BASE statements are

given on the next several pages. The procedure for supplying them

is identical to that for the PENG statement.

I LIATIN9 PM c- ROC

DENG STATEMENT MENU

I DENGS lab~l j. Postures ;.TAN4Wd

i Exposure while firings 100 Exposure while loading: 100

I Percent time dolayo:.

I Self posture firing degradations 0

I Illumination firing degteations:.

I Suppression status: NO

I Tactic: sSL

f tI-To Choice 7-HelIp

Figure 7.1.35: DENG Statement Menu
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0
SUIT 4,L. a

DENG STATEMENT HELP

Definition Options Default
I-----~----- ------

DENG label 4 characters max *

Posture CROUCHING, STANDING, STANDING
OR PRONE

Exposure while firing ntimeric (0-100) 100

Exposure while loading numeric (0-100) 100

Percent time delayinq niumeric (0-1(0) 0

ERETURN] - To Continue . .MORE

QuIT <- k9C

Self posture firing numeric (0-100) 0
degradation

Illumination firing numeric (0-10)) 0

degradation

Suppression status YES,NO NO

Tactic ASSAULT,DEFENSE ASSA.ULT

*xx - where Kx is a number, may be entered in most fields to note
parameter%

I denotes fields which cannot be defaulted
ESC - will cancel any changes made to this menu screen during this

session

(RETURN) - To Continue .. DONE

Figure 7.1.35a: DENG Statement Help
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I BASE STATEMENT MENU

B ASE labels

Initial number of guards at bases .~

I Type of weapons fI

I Prof ici ancy, i . t

I t-To Choice 7 - Help

Figure 7.1.36: BASE Statement Menu

I BASE ELEMENT HELP

Definition Options Default

I BASE label 4 characters max *

I Xnttial number of guards In Integer 1.0
I the BASE

I Weapon type I31~-hancigq.irn HIS
I SG-shotgun
I ~~A-Sem -. utcomatic

SM -stubnachine gun
FA-ful ly aut omatic
NW-no weapon

I Proficiency -100: to 100 0.0

I [RETURN] - To Continue . . . MORE

Figure 7.l.36a: BASE Statement Help
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Unlike the PENG, DENG, and BASE statements which may have

multiple statements per submodel, only one of the engagement,

combination, and objective statement can exist in a submodel. The

combination statement is not required for all submodels. To

supply these statements, select the statement type from the

'STATEMENT DEFINITION MENU'. A data input menu containing the

defaults will be displayed. By typing [RETURN] in the last data

field you exit the menu and return to the 'STATEMENT DEFINITION

MENU'.

UTAT9 . ( Ese I

ENGAGEMENT STATEMENT MENU

I Force size at which the force loses the engagement 6

I PENS label for default engagements*':*

I.-

4- To Choice -- Help

Figure 7.1.37: Engagement Statement Menu
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OUIT <- 9W

ENGAGEMENT STATEMENT HELP

Definition Options Default
- - -- -- - - - -

Force size at which the force number or global O
loses the engagement variable

PENS label for default a de4ined PENS label I

engagement

exx - where xx is a number, may be entered in most fields to note
parameters

**** - denotes fields which cannot be defaulted

ESC - will cancel any changes made to this menu screen during this
session

[RETURN3 - To Continue . . . DONE

Figure 7.1.37a: Engagement Statement Help
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t STATE. DEF. a-E*

COMBINATION STA~TEMENT MENU

I Force combinations

I 4To Choice -Help

Figure 7.1.38: Combination Statement Menu

Quit- <- ESC

COMBINATIONS STATEMENT HELP

IDefinition Options DefaUlt.
- - - - - - - - - - -

I List of force IDs poisitive integers

I xx - where xix is a number, may be entered in most fields to ir
I parameters

I - denotes fields which cannot be defaulted
I ESC - will cancel an y changes made to this menu SCree-i during this

I session

I [RETURN] - To Continue ____________. . . DONE

Figure 7.1.38a: Combination Statement Help
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2TTE SE. N(-rqWW~ EUC IJW

OBJECTIVE STATEMENT MENU

I Adversary mission objectives ANWAT

I Facility locationse

f I- To Choi ce ? - fel p

OBJECTIVE STATEMENT HELP

Definition Options Default I
- - - - - - - -- -I

I Mission objective SABOTAGE or THEFT SABOTAGE I

I List of facility locations defined facility I
that must be reached to location
satisfy objectives

I exx - where xx is a number, may be entered in most fields to note
parameters

*** - denotes fields which cannot be defaulted
I ESC - will cancel any changes made to this menu screen during this

session

I CRETURN2 - To Continue . DONE I

Figure 7.1.39a: Objective Statement Help
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Once you have supplied all the statement information you may

exit the statement definition mode by quitting from the 'STATEMENT

DEFINITION MENU'.

If you have completed working with the submodel, you may

leave from the graphical network builder by typing (X]. You will

then be asked to supply a name under which the guard submodel will

be saved. If you type [ESCI or enter quit in the name field, you

will exit without saving any of the changes you have made. If you

were editing an existing submodel, the name of that submodel would

appear in the data field and, by typing [RETURN], you would save

the updates to the submodel. If you supply a new submodel name,

the updates will be stored under the new name and the old submodel

will remain unchanged. If the new name is the same as an existing

submodel, you may choose to re-enter the name or overwrite the old

submodel.

I WORKING SPACEt EXAMPLE AIN e- ESC

GUARD LUBMODEL FILE NAME MENU

Enter a new name or this files
hit return for the default,
or type QUIT to leave this menu without caving the new data.

I [RETURN) - To Continue

Figure 7.1.40: Guard Submodel File Name Menu
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After you have entered the name for the submodel, you will

be asked to supply a description to be associated with the sub-

model. A specific description will help identify what is con-

tained in the submodel.

WORKING SPACEt EXAlPLE MAIN <- ESCI

OURiD SUPIHtUI)LL F I I N MI 1 NU

I Enter a lie of dp.~rr ipti ouit for Ole DA(Y OiIIL
Or hit returst to koep.

I Oytiwaguarw patrol proc*Ouroo with ane potralling for@

I (RETURN] lo Ctittin t.

Figure 7.1.41: Guard Submodel File Name Description Menu
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7.2 Edit a Guard Submodel

To edit an existing submodel choose the edit option on the

'GUARD MENU'.

I WORKING SPACE a EXAMPLE h<M~OE -ESC I

I OGUAR~D MENU

I * Create a guard SUbmodel
I * Edit a guard submtadel
I * Generate SNAP input statemenrts
I* List guard submodels
I* Delete a guard submodel,

* *Quit

S4-To Choice ERETURNJ M-rate Choice 7-Help

Figure 7.2.1: Guard Menu
(Edit a guard subinodel)
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Then select from the list the submodel you wish to edit.

wIm WOKIO AcEI EXAMPLE IN"*

I SMGARD WJDIOLL ELECT IUN MENU

I NAME DESU;RlP'IIUN

I 1*d ,Potr~lol-:raU#14:..wikh~a MWPatrol Iin§ foe-ce
I DAYTWO baytime guard patrol pr oc.rdur vi with two palti llin1 for cvs

I NGHTONE nighttime guard patrolliing 11r)4:durcs w/ one patrtul Frorco.
I NGHT_TWO nighttime guard patrol ;,roctidures w/ two patrulliiog frce5

I QUIT Quit this menu

f I - To Choice CEELitW - Mike loztUhicet 7 - Help

Figure 7.2.2t Guard Submodel Selection Menu

I 0GUAR~D 6UVMUDEL SELECTION HELP

I Use the arrow keys to select the guard subinodel with which you
I want to work.

I CRETURI*4 To Continue . . . DONE

Figure 7.2.2a: Guard Submodel Selection Help
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7.3 Generate SNAP Input Statemnts0
You may generate the SNAP input statements by selecting the

'Generate SNAP input statements' option from the 'GUARD MENU'.

WORKING SPACEI EXAMPLE BUOMODEL. <-ESC

GUARD MENU

* Create a guard submodel
I Edit a guard submodel

* List guard submodels
* Delete a guard submodel
* Quit

I - To Choice tRETURN] - Mate Choice ? - Help

Figure 7.3.1: Guard Menu
(Generate SNAP input statements)

I
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A submodel selection menu will appear which allows you to

select the submodel for which you wish to generate statements.

The file that is generated ('name'.GSM) is located in your working

space subdirectory.

i WORKING SPACE# EXAMPLE MAIN 4- E2C

GUARD 5UBMODEL SLLLCIION MLNU

I NAME DESCRIT ION

I MY,ONE 0dyt1 linS patrol,: ocaduref,, wit n a patrolling #arc*
I DAYTWO Daytime guard patrol procedures with two patrolling forces
I NGHT_ONE nighttime guard patrolling procedures w/ nne patrol force
I NGHTTWO nighttime guard patrol proccdures w/ two patrolling forces
I QUIT Quit this menu

9- To Choice CRETURN] - Make Choice - - Help

Figure 7.3.2: Guard Submodel Selection Menu
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7.4 List Guard Submodels

To get a listing of all the guard submodels that currently

exist, select the 'list' option.

WORKING SPACE. EXAMPLE GUSODCL <-.ECI

GUARD MENU

* Create a quard submadel
* Edit a guard stbmodel
• Generate SNAP input statemornts

LSt Uo'd Subamdell
• Delete a guard submodelQuit

I - To Choice ERETURN] - Make Choice - Help

Figure 7.4.1: Guard Menu
(List guard submodels)

WORKING SPACE, EXAMPLE MAIN <4 ESc

GUARD SUDMODEL DESCRIP:'ONS

I NAME DESCRIPTION

DAYONE Daytime guard patrol procedurps with one patrolling *rce
I DAYTWO Daytime guard patrol procedures with two patrolling forret
INGHT_NE nighttime guard patrolling procedures w/ one patrol force

I NGHT TWO nighttime guard patrol procedures w/ two pattoll~ng +orces

[RETURN3 - To Continue . .DONE

Figure 7.4.2: Guard Submodel Listing - Sample
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7.5 Delete a Guard Submodel

If you wish to delete a submodel from your working space,

you may select the delete option on the 'GUARD MENU'.

I WOPKZN8 SPAC1E EXAMPLE u gh ES

GUARD MIENU

* Create a guard sub odel
1 Edit a guard %ubmodel
I Generate SNAP input %tatomento
* List guad submodels

I 4 De *to otar ~dAMM~I&
• *uit

I f - To Choice CRETURNI - Mat& Choice . Help

Figure 7.5.1% Guard Menu
(Delete a guard submodel)
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You may then select which submodel you wish to delete from a

list of submodels. You will be asked to verify your selection.

WORKING SPACEI EXAMPLE INA IN <- ESC I

GUARD SU9NODEL DELLTI UN MENU

I NAME DESCR IPT ION

I WYON Daytime guard patr)qprcurm with an patrollinlg force I

I DAYTWO Daytime guard patrol procedures with two patrolling Forcs I

I NGHT ONE nighttime guard patrolling procedures wI orne patrol iorc I

I NGHTTWO nighttime guard patrol procpdures w/ two patrolling 4orces I

I QUIT Quit this menu

S- To Choice ERETURN3 - Make Choice ? - Help

Figure 7.5.2: Guard Submodel Deletion Menu

GUARD SUDMODEL DELETION HELP

I Use the arrow keys to select the guard submodel you wish to delete.

I CRETURN] - To Continue . . .DONE

Figure 7.5.2a: Guard Submodel Deletion Help
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7.6 Quit

To quit working with the guard submodel, select the quit

option.

WORKiNG SPAC, EXAPLE SMMORL <-KOC

GUARD MENU

• Create a guard submodel
* Edit a guard submodel
• Generate SNAP input statements
• List guard rubmodels
• Delete a guard submodel

t - To Choice [RETURN] - Male Choice - Help

Figure 7.6.1: Guard Menu
(Quit)
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8.0 GIVING USER2 CONTROLS
To give User2 more flexibility during the analysis of his

security system, you can allow him the option of altering some
4of the data elements in your SNAP model. To do this, you must

parameterize your model and build the prompt query databases.

When you parameterize your model, you identify those data

elements that User2 wants to study within the framework of the

security system you have modeled. The prompt query databases

provide the organization for the prompts and the allowed responses

User2 will see when he resolves your model. For each parame-

terized submodel there is a Master Prompt Query Database and a

Prompt Query Set Database. The Master Prompt Query Database

defines the complete set of prompts that supports the submodel.

The Prompt Query Set Database defines subsets of the prompts from

which User2 can select to study particular aspects of the security

system. These subsets are defined by you, perhaps at User2's

request.

8.1 Parameterizing Your Model

Figure 8.1.1 shows a data screen for a guard submodel that

has been parameterized. The '@1' signifies that the 'Number of

guards being allocated' field will be replaced by User2's response

to prompt number 1 in the Master Prompt Query Database. In a like

manner, '@124' is associated with prompt number 124.
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.ALLOCATE NODE MENU

I Labels ALl Commentv* . I

I Base label Ili"

I Number of guards being allocat!eds6L

I Maximum number of branches to be takrni O4

I Do you wish to define branches? N4

Enter SAVE to save current values, QUIT to exit without savingo

f To Choice - Help

Figure 8.1.1 Parameterized Allocate Node - Sample

The number of data elements that you may parameterize is

limited to the number of digits you can place in a data field.

For example, a data field five spaces wide could contain the

parameter id, @9999. The parameter id's do not need to be in

numeric order in your submodel and they do not have to be sequen-

tial. In other words, you can enter '@124' in one field and '@1'

in the next, and not parameterize any other data elements in your

model. You may also parameterize mulitple data elements with the

same parameter id. User2 will be prompted once per session, and

his response will be used everywhere the parameter id is found in

your model.

8.2 Building the Master Prompt Query Databases

The Master Prompt Query Database contains all of the prompts

(questions), comments, and permitted responses that will be issued

during a User2 prompt-query session. You need to build one Master
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Prompt Query Database for every submodel that you parameterize.

The naming convention follows: 'submodel name'.Xsq, where X is a

'g' for a guard submodel, 'a' for an adversary submodel, 'c' for a

control submodel, and 'd' for an adversary detection submodel.

The Master Prompt Query Database associated with the submodel

containing the allocate node shown in Figure 8.1.1 is shown in

Figure 8.2.1. The legend for Figure 8.2.1 identifies each of the

fields of the Master Prompt Query Database.
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,1aI l b,

1c,"EER SIZE OF GUARD PATRL?",2d,le,5f:

@2 a, 0b ;

0," EG - HANDJNS",1;

0," SG - SHMT"NS,l;

0," SA - SEMIALUIMTICS",l;

0C" 94 - SJBMACHDOMI ",I;

0," FA - FULLY ANt.MTIC",I;

0," NW - NO WAPONS",1;

0,"!IER THE TYPE OF WEAPOS",1;

d
3," USED BY GJARD PATROL FORCE ?",HG ,I,SG,SA,SM,FA,NW;

@3,1;

2,"ER IHE PROFICIENCY OF THE GJARD PATROL?",50.0d,0.0e,100.00f;

@4,1;

0," W3 - HANDGUNS",0;

0," SG - SHOIGMS",0;

0," SA - SEMIAUrOMATICS",0;

0," S4 - SJBMACHINEGUNS",0;

0," FA - FULLY AUTOMTIC",0;

0," NW - NO EPNS,0h;

0,"NTER THE TYPE OF WEAPONS",lh;

3c," USED BY XX24MUATION FORCE ?",EGWg,SGg,SAg,SMg,FAg,Nwg;

Figure 8.2.1: Prompt Query File - Sample
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Legend (Figure 8.2.1)

a - Prompt number, corresponds to the submodel.

b - User key, identifies the question as being restricted

to the long form only and not issued on the short

form;

User key = 1, prompt is issued on long or short form,

User key = 0, prompt is issued on long form only.

c Question type code, identifies the type of response

that is expected (alpha, integer, or real);

Question type code = 0, comment line which preceeds

the prompt with which it should be issued,

Question type code = 1, integer response expected,

Question type code = 2, floating point response

expected,

Question type code = 3, alpha response expected.

d - Prompt default value, used as the response if the

prompt is not issued.

e - Lower bound of response, the minimum value that User2

can supply when responding to this prompt.

f - Upper bound of response, the maximum value that User2

can supply when responding to this prompt.

q - Alpha range of responses, the options from which

User2 may choose to select.

h List print key - identifies the comment print or no-

print status when a response set is listed;

List print key = 1, comment is printed,

List print key = 0, comment is not printed.
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The Master Prompt Query Database was designed to give you

control over how the menu screen that will contain the prompts and

permitted responses will appear to User2. Figure 8.2.2 shows what

User2 will see when he is prompted for parameter id Number One. As

you can see, you will want to limit the number of lines of

comments that you write so as to keep the prompt on one page.

If User2 enters a number outside the permitted range, he

will be told he is outside the range and prompted to enter another

response. The alpha range of responses is displayed on a menu in

such a way that User2 will use the arrow keys to move the cursor

to the desired response.

I U UEROSL a DAYNS6 QUERY ST, PATRLX

I ENTER SIZE OF GUARD PATROL?

Can be betwmen I and 5 , Inclusive.

Default Ise 2

I [RETURN) - Far Default Value (RETURN3 - Fer New Value

Figure 8.2.2: User2 Prompt Menu - Sample

The Master Prompt Query Database file can be created by any

TM
word processing package, such as WordStar . The format you need

to use when you are building the file is best described as list-

directed input. The individual fields on each line are separated
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by commas, the total line may be up to 130 characters long, and

* the line must end with a semicolon.

Since you will test your model before you hand it over to

User2, you will be able to do any fine-tuning of the prompt's

appearance on the terminal screen. If the User2 Support Program

cannot read the Master Prompt Query Database file, it will note

where it stopped reading the file and write a debug message to the

file, 'ERROR.RPT' on the User2 subdirectory. The process of

building the User2 subdirectories and testing your submodel is

explained in detail in Sections 9.0 and 10.0.

The vast majority of the options and restrictions on the

format of the Master Prompt Query Database are explained in the

legend accompanying Figure 8.2.1. The remainder of this section

will deal with some of the finer points you may want to know.

The questions and comments (See Legend for Figure 8.2.1,

item c) must be enclosed within double quotes and can be up to

60 characters long. You should type them exactly as you want

them to appear, including question marks, periods, and other

grammatical notation.

You may have as many as 10 alpha response choices, each one

up to 8 characters long. However, since the line is limited to 130

characters, you will have to make some compromise between the two

limits. You may try entering the query on your screen as a

comment, thus allowing you to enter more alpha response choices on

the line associated with the question code. Or, you may

abbreviate the responses choices and explain the abbreviations in
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the comments, as is shown in Figure 8.2.1. In the majority of

instances, you will never be limited by these restrictions because

most response choice lists are short and the choices are seldom

longer than two character each.

The user key (See Legend for Figure 8.2.1, item b) can be

used to isolate a set of prompts within the Master Prompt Query

Database that is of special interest. During the query-response

session, User2 will select to review either the long or the short

form of the prompts. Under the short form, the prompts with user

key equal to 0 will not be asked.

The list print key (item h) can be used to control the

amount of detail that User2 sees when the responses are listed for

review. After User2 finishes the query-response session in the

User2 Support Program, he can list the comments, prompts, and

responses to his microcomputer terminal. As shown in Figure

8.2.1, the comments are often repetitive. By setting the list

print key equal to 0 on a comment line, you can inhibit the

comment from being printed during the review.

8.3 Building the Prompt Query Set Databases

A Prompt Query Set Database identifies the sets of prompts

for a single parameterized submodel from which User2 may choose.

The naming convention follows: 'submodel name'.Xs_, where X is

'g' for a guard submodel, 'c' for a control submodel, 'd' for an

adversary detection submodel, and 'a' for an adversary submodel.

Figure 8.3.1 shows the Prompt Query Set Database associated with
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the submodel and Master Prompt Query Database shown in Figures

8.1.1 and 8.2.1.

PATRO a  Sets the characteristics of the guard patrol. b

1,2,3,;

TrAOTA Sets patrol characteristics and other parameters. b

1,2,34
4;

EFAuLTa  Autcmatically select default paraneters, if any exist. b

0;
c

Figure 8.3.1: Prompt Query Set - Sample

Legend (Figure 8.3.1)

a - Name of the prompt query set.

b - Description of the prompt query set.

c - List of the prompt numbers that should be issued for a

prompt query set. A prompt number of "0" signifies

that the default values should be used and no prompts

issued. The list of prompt numbers must end in a ";".

The list of prompt numbers can be provided on more

than one line, to signify continuation end the line

with a ""

The advantage of setting up numerous sets within the Prompt

Query Set Database becomes greater as the number of prompts

increases. By breaking the prompts into distinct groups you can

allow User2 to study aspects of his security system, such as the

patrol route or the advesary weaponry, without having to answer

all of the questions each time he creates a response set. The

unasked prompts will be defaulted when the model is resolved.
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The format of the Prompt Query Set Database is explained in

detail in the legend that accompanies Figure 8.3.1. Each line

is limited to 80 characters. The line that contains the set name

and description should be entered exactly as you want User2 to see

it. The prompt numbers should be separated by commas and end with

a semicolon (see the legend for details). Up to ten prompt query

sets can be defined in the Prompt Query Set Database.

All guard, adversary, control, and adversary detection sub-

models must have an associated Prompt Query Set Database and

Master Prompt Query Database. If the submodel has not been para-

meterized and therefore requires no prompts, the Master Prompt

Query Database file is empty and the Prompt Query Set Database

should show one prompt query set with the question list showing

only a "0". This is similar to the last set shown in Figure
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9.0 SETTING UP THE SNAP-PC SUBDIRECTORY

Before you can test your model and before User2 can perform

analyses with your model, you must set up a User2 work area or

subdirectory and move the model into that subdirectory.

9.1 User2 Subdirectory Structure

The structure of the User2 Subdirectory is similar to the

Userl working space. Figure 9.1.1 shows the SNAP-PC subdirectory

tree structure using sample User2 subdirectories, U2-user and

U2_exmpl.
c:\SNAP

files:
USERS .SO_

U2_user U2-exmpl ...

files: Ifiles:
FACILITY. SO_ FACILITY. SO_

class ampe . . ...

files: files:
*CONTROL. SO_ day.GSM
*ADD.SOI day.GSQ

GUARD.SO_ day.GS_
ADVERS.SO_ night.GSM
FACILITY.NET night.GSQ
CONTROL.CS4 night.GS_

_________CONTROL.CSQ att-air.ASM
CONTROL.CS- att air.ASQ
detl.DSM att air.AS
detl.DSQ att grd.ASMi
detl.DS_ attgrd.ASQ
det2 .DSM att-grd .AS_
det2.DSQ
det2.DS_

Figure 9.1.1: User2 Subdirectory Structure Sample
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All of the characters in lower case are examples of

subdirectory or file names that you will supply. In the main

directory (C:\SNAP) the file USERS.SO_ must contain a list of the

User2 subdirectories and a description of each. For this example,

USERS.SO_ is shown in Figure 9.1.2. The contents of USERS.SO_

are displayed when User2 is asked to select a user subdirectory.

It can be created with a text editor such as WordStar
TM

user User work space for SNAP-PC course May 1986

exmpl Example work space

Figure 9.1.2: File USERS.SO_ Sample

In a similar manner the file FACILITY.SO_ under each User2

subdirectory, contains the list of facilities or models that

reside under the subdirectory. Figure 9.1.3 displays an example

of this file for user subdirectory U2_user.

example Sample facility from SNAP User's Manual, August 1986

class SNAP-PC class example model

bigsol SNAP-PC class big model

Figure 9.1.3: File FACILITY.SO_ Sample

194

N M *J % k. %*..? ?
?



The facility, or model, subdirectory contains all the files

Wand submodels necessary to perform the SNAP analyses. The file

FACILITY.NET contains the SNAP statements representing your faci-

lity submodel. In'this form it is ready to be joined with the

other submodels and used in a SNAP analysis.

Those files in the subdirectory whose extension begins with

'C' correspond to the control submodel. CONTROL.CSM contains the

SNAP input statement for the submodel, CONTROL.CSQ contains the

Master Prompt Query Database for the submodel, and CONTROL.CS_

contains the frompt Query Set Database.

The same convention follows for the adversary detection,

guard, and adversary submodels. Those files whose extension

begins with 'D' correspond to the adversary detection submodels,

those files whose extension begins with 'G' correspond to the

guard submodels, and those files whose extension begins with 'A'

correspond to the adversary submodels. Note that the adversary

detection, guard, and adversary submodels are named by you when

you create them using the Userl Support Program and that more than

one of each may exist.

The files CONTROL.SO_, ADD.SO_, GUARD.SO_ and ADVERS.SO_

contain lists of the names and descriptions of the control, adver-

sary detection, guard and adversary submodels that you created

with the Userl Support Program. Since there is only one Control

Submodel per model, the file CONTROL.SO_ must be created but the

others already exist in your working space. Figures 9.1.4

through 9.1.7 show examples of these files.
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1 oo.,o oo*o, JoR., ,o ., ,x °,

CONTROL Control Submodel for SNAP Example

Figure 9.1.4: File CONTROL.SO Sample

detl Detection using one sensor

det2 Detection using three sensors

Figure 9.1.5: File ADD.SO_ Sample

dayone Daytime guard patrol procedures with one
patrolling force

nght one Nighttime guard patrolling procedures with
one patrol force

nght two Nighttime guard patrol procedures with two
patrolling forces

daytwo Daytime guard patrol procedures with two
patrolling forces

Figure 9.1.6: File GUARD.SO_ Sample

att_air Adversary attack from the air

attgrd Adversary attack from the ground

Figure 9.1.7: File ADVERS.SO_ Sample
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9.2 Moving Your Model to a User2 Subdirectory

Your first steps to moving your model to a User2 Subdirec-

tory is to create the necessary subdirectories in the form shown

in Figure 9.1.1. If you are placing the model into a new user

area, you will need to make the new user subdirectory and create

or supplement the file USERS.SO_ with the name of the new user

subdirectory, i.e., user for subdirectory U2 user. If you are

placing the model in an existing User2 subdirectory, you will not

need to create the subdirectory or alter the USERS.SO_ file. The

standard DOS command for making a subdirectory is [mkdir 'sub-

directory name']. This should be done from within the parent

directory. (After creating a subdirectory, it may be entered from

the parent directory by typing Ecd 'subdirectory name'].

If you are moving a new model into the User2 area, you will

need to make the model subdirectory under the User2 subdirectory

and augment or create the FACILITY.SO_ file to reflect the new

model. In the sample structure shown in Figure 9.1.1 one model

subdirectory is EXAMPLE. If you are supplementing a model that

already exists in the desired User2 Subdirectory, you will not

need to create the new model subdirectory or alter the USERS.SO_

or FACILITY.SO_ files.

After you have created the necessary subdirectories you are

ready to copy the submodels and supporting files into the facility

subdirectory. This is done by using the DOS copy commands [copy

'old file name' 'new file name']. Typically, the copy command

file name includes the path or subdirectory tree structure. You

will find the submodels you created on the path C:\SNAP\USERI\XXX

where XXX is the name of your Userl model working space. To
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support animation you will also need the facility schematic in

file 'FACILITY.FFB' to be placed in the model subdirectory. In

addition, the Userl subdirectory contains the files ADD.SO_,

GUARD.SO and ADVERS.SO0. After copying them you may need to

alter them to satisfy User2's needs. You will need to create

CONTROL.SO_ for User2. The Master Prompt Query Database files and

Prompt Query Set Database files must also be placed in the

facility subdirectory. You must create them using a text editor;

hence, you may wish to create them in the facility subdirectory.

After structuring the subdirectories as described in Section

9.1 and placing the submodels in the facility subdirectory, you

are ready to begin testing your model. Section 10.0 describes the

testing process.
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10.0 TESTING YOUR MODEL

To test your model you must first set up a User2

subdirectory. Section 9.0 gives you detailed instructions for

setting up this subdirectory.

10.1 Executing the User2 Support Program

You must execute the User2 Support Program in order to test

your model. To run your model, you must go through the process of

selecting the submodels that you want to use. This process is

detailed in the User2 manual, Evaluating Security Systems Using

SNAP-PC and will not be repeated here. If you follow the sug-

gested modeling approach in Section 1.0, you will debug your model

prior to parameterizing it. Therefore, when you select the sub-

models, you will only have the default prompt response option

available when you select the prompt-query set for each submodel.

This will eliminate the need to build a response set at this time.

You may wish to reference Sections 8.0 and 9.0 concerning setting

up prompt query files for a better understanding of the default

prompt response option.

Once you have selected all four submodels, you may attempt

to execute a run. When you select the execute option on the

User2 'OPTION SELECTION MENU', you will be asked to supply infor-

mation concerning the run. This includes tracing information

which is vital to debugging models. For a complete explanation of

the User2 Support Program you should reference the manual

Evaluating Safeguards Systems Using SNAP-PC.
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10.2 Debugging Your Model

When you begin the debugging process, it is a good idea to

have the echo check option on the SNAP information statement in the

Control Submodel set to (C)omplete. This will be helpful in

debugging SNAP input errors. Input errors are associated with the

SNAP statements, and if they occur, the simulation cannot begin.

Appendix G in the SNAP User's Manual has a list of non-fatal and

fatal input errors. After you have corrected the input errors,

you should set the echo check option to (N)one.

Now that the input errors have been corrected, the execution

of the simulation will be attempted. While it is executing, run

time errors may be detected. A list of these errors is given in

Appendix G of the SNAP User's Manual. If an error occurs, you may

be able to determine from the error message what has caused the

problem. However, more times than not, the problem will have to

be investigated before the cause can be determined. The text

trace and the animation are good tools to use to speed your inves-

tigation. These give you a time sequenced account of the events

which occurred during the simulation prior to the time of failure.

10.3 Verification and Validation of Your Model

Once the model has been debugged, you must verify and vali-

date the performance of the model. Verification consists of

determining if the model executes on the computer as you intended.

Validation is the task of determining if your model is a reason-

able representation of your system. This involves a comparison of
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model and system structure along with a validation check on input

*data.

10.4 Debugging Your Prompt Query Databases

After you have debugged your model, you may parameterize it

for User2. Once the model is parameterized, you must again move

it over to a User2 subdirectory to test. The testing includes

debugging the prompt query databases you created when you para-

meterized the model. To test a prompt query database you should

go through the User2 shell and try to create a response set. If

there is an error in the Master Prompt Query Database or the

Prompt Query Set Database, a message will be displayed on the

screen at the time you select the prompt query database. To help

in debugging these errors the file, 'ERROR.RPT' is created in the

User2 subdirectory containing information describing the errors.

Fix the error that is identified and try again to create a res-

ponse set. Every prompt file you create should be tested in the

same manner.
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11.0 PREPARING THE NODEL FOR USER2

Now that you have completed testing your model and feel

comfortable with the analyses that can be done with it, you are

ready to make it available for User2. In addition to installing

the model in User2's subdirectory, you must provide enough infor-

mation to insure effective analysis with the model.

11.1 Documenting the Model

You should document the model to support a clear understand-

ing of the activities and interactions in the system and, hence,

support User2's efforts to draw accurate conclusions from the SNAP

analysis. Each submodel should be supported with a list of model-

ing assumptions and a description of the model logic. Specifi-

cally, a discussion of the differences between submodels of the

same type should be documented.

In addition, you should document the Master Prompt Query

Databases and Prompt Query Set Databases. This should include a

description of the use of each parameter and the implication of

changing its value. The default values and the range of accept-

able values should also be discussed. The prompt query sets

should be documented to support User2's selection. This will

insure User2's understanding the parameters for which he will be

prompted and the default values that will be used for the prompts

that are not issued.
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Your documentation should also include an estimate of the

minimum number of iterations of the simulation that should be

executed and an estimate of the length of time it will take to run

each iteration on an IBM PC AT. These topics will be discussed in

Sections 11.2 and 11.3. Appendix C provides sample documentation

for the model that has been shown throughout this manual.

11.2 Computing the Number of Iterations That Must Be Run

The number of iterations of the simulation is proportional

to the level of accuracy or confidence you desire from the

analysis. The more iterations that are executed, the greater the

likelihood that the performance measures of the simulation (proba-

bility of system win) accurately reflect the modeled system. For

instance, if the analysis predicts the probability of system win

to be .90 after 20 iterations, you can be 54% confident that the

true probability lies between .85 and .95. Whereas, if the analy-

sis is performed with 100 iterations and the probability of system

win is .90, you can be 90% confident that the true probability

lies between .85 and .95. Table 11.2.1 shows the relationship

between the number of iterations that are performed and the level

of confidence that you can have in the performance measures of the

analysis.
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Table 11.2.1 Number of Iterations Versus Confidence Level

Confidence Interval
Probability On Probability Confidence

Iterations Of System Win Of System Win Level

10 .1 .05 - .15 40%
.3 .25 - .35 28%
.5 .45 - .55 25%
.7 .65 - .75 28%
.9 .85 - .95 40%

20 .1 .05 - .15 54%
.3 .25 - .35 37%
.5 .45 - .55 35%
.7 .65 - .75 37%
.9 .85 - .95 54%

30 .1 .05 - .15 65%
.3 .25 - .35 45%
.5 .45 - .55 42%
.7 .65 - .75 45%
.9 .85 - .95 65%

40 .1 .05 - .15 69%
.3 .25 - .35 51%
.5 .45 - .55 46%
.7 .65 - .75 51%
.9 .85 - .95 69%

50 .1 .05 - .15 75%
.3 .25 - .35 55%
.5 .45 - .55 53%
.7 .65 - .75 55%
.9 .85 - .95 75%

60 .1 .05 - .15 80%
.3 .25 - .35 60%
.5 .45 - .55 55%
.7 .65 - .75 60%
.9 .85 - .95 80%

80 .1 .05 - .15 85%
.3 .25 - .35 67%
.5 .45 - .55 63%
.7 .65 - .75 67%
.9 .85 - .95 85%

100 .1 .05 - .15 90%
.3 .25 - .35 70%
.5 .45 - .55 69%
.7 .65 - .75 70%
.9 .85 - .95 90%
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Table 11.2.1 Number of Iterations versus Confidence Level
AN (continued)

Confidence Interval
Probability On Probability Confidence

Iterations Of System Win Of System Win- Level

200 .1 .05 - .15 98%
.3 .25 - .35 88%
.5 .45 - .55 85%
.7 .65 - .75 88%
.9 .85 - .95 98%

300 .1 .05 - .15 99.5%
.3 .25 - .35 93.0%
.5 .45 - .55 91.5%
.7 .65 - .75 93.0%
.9 .85 - .95 99.5%

From your understanding of the system and the information

supplied in Table 11.2.1, you should guide User2 in his decision

of the number of iterations to perform.

11.3 Length of a Run

To assist User2 in his efforts to use his PC effectively,

you should estimate the minimum and maximum time it will take to

simulate one iteration of the SNAP model. At the time User2

starts a SNAP analysis, the numbers you have provided will be

multiplied by the number of iterations he has requested to

estimate the length of time the PC will be occupied executing the

run. The time estimates are reported to the user and he is given

the chance to abort the run and possibly execute it at another

time. The minimum and maximum time estimates should be determined

by clocking several runs of the model. After you have made the

estimates, you should edit the 'general run information' in the

control submodel to reflect these values.
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GLOSSARY

Adversary Detection Submodel - The adversary detection submodel
describes the sensor system present at the facility.
This would include the sensors, logic points, and
monitor point.

Adversary Submodel - The adversary submodel defines the attack
process that the adversary forces will use to reach
their objective.

Case - See Run.

Control Submodel - The control submodel defines and initializes
the variables that are used in other portions of the
model to control actions within the simulation.
These variables are often referred to as global
variables.

Facility Submodel - Typically, a facility environment consists of
buildings, doorways, fences, open spaces, etc. The
facility submodel defines the environment and the
relationships between the pieces of the environment.

Global Variable - See Control Submodel.

Guard Submodel - The guard submodel outlines the guard actions
during normal patrols and when the facility is under
attack.

Iteration - An iteration is one execution of the simulation where
only one set of random numbers is used. Typically, a
SNAP analysis run includes several iterations.

Master Prompt Query File - The Master Prompt Query File is
created by Userl and contains the complete set of
prompts that may be issued during a query-response
session for a submodel. The naming convention for
the Master Prompt Query File is as follows: submodel
name.Xsq, where X is 'g' for a guard submodel, 'a'
for an adversary submodel, 'c' for a control sub-
model, and 'd' for an adversary detection submodel.

Model - A model is a description of the security system that
is being analyzed. For the purpose of SNAP analysis
a model will include a description of the facility
(or environment) to be analyzed, descriptions of the
possible guard and adversary movement, descriptions
of the possible detection systems at the facility,
and definition of the model controlling variables
that will affect the SNAP analysis.

Parameterization - Parameterization is the process of building a
model with missing data elements, that can be supplied
at a later time by User2.

206

* .- /. ~ ' *- *-% % w % ~ % %



Prompt Query Set - A Prompt Query Set defines subsets of the
queries in the Master Prompt Query File. The subsets
are identified by name to User2 and defined by Userl.
The naming convention for the files associated with
the Prompt Query Se- is a follows: submodel
name.Xs_, where X is g' 'cr a guard submodel, 'c'
for a control submodel, 'a' for an adversary sub-
model, and 'd' for an adversary detection submodel.

Prompt Response Set - The Prompt Response Set contains the
responses that User2 has given during a query-
response session.

Run - A run is an execution of a SNAP analysis using one of
each of the five submodels.

Sensitivity Analysis - Sensitivity Analysis is the process of
evaluating the sensitivity of the system's per-
formance to changes to procedures, task times, etc.
This is done by executing the SNAP analysis under a
variety of responses to the prompts, usually varying
only one parameter at a time.

SNAP - SNAP (Safeguards Network Analysis Procedure) is a
simulation based analysis technique used to evaluate
fixed site security systems.

SNAP-PC - SNAP-PC is a combination of programs useable on IBM-
PC compatible micro-computers. These programs
include SNAP, a Userl interface program and a User2
interface program. The Userl interface program
supports the development of SNAP models. The User2
interface program supports the analysis of SNAP
models.

Submodels - Submodels are components of a model. Five different
types of submodels comprise a SNAP-PC model. They
are the facility submodel, the control submodel,
adversary detection submodels, guard submodels, and
adversary submodels. A SNAP analysis or run is com-
prised of one of each of the five submodels.

Userl - Userl is a SNAP-PC user who is responsible for]
building models and developing Prompt Query Sets for
the models he has developed.

User2 - User2 is a SNAP-PC user who is interested in
performing SNAP analyses on a security system.

User2 Subdirectory - The User2 Subdirectory is the directory that
has been defined for a specific user. Typically it
will be named to correspond to the user's name, i.e.,
Mark, Smith. A User2 subdirectory can contain one or
more models. The User2 subdirectories were estab-

"A lished so that a user can work with a model without
disturbing the work of other users with access to the
same micro-computer.
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orking Space - A working space is the area that is used by Userl
to build and define a model. Within the computer, the
working space is a subdirectory. Each working space
contains only one facility submodel and only one con-
trol submodel and any number of guard, adversary and
adversary detection submodels. Typically the working
space name correseponds to the name of the facility.
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APPENDIX A

Nodes and Statements for Each Subuodel
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NODES AND STATENENTS FOR EACH SUBMODEL

Control Submodel

General Run Information Statement - one required

Parameter Statements - as many as needed

Global Variable Statements - as many as needed

Global Flag Statements - as many as needed

Force Flag Statements - as many as needed

Macro Statements - as many as needed

Timer Statements - as many as needed

Facility Submodel

Space Nodes - as many as needed

Barrier Nodes - as many as needed

Target Nodes - as many as needed

Adversary Detection Device Submodel

Sensor Nodes - as many as needed

Logic Nodes - as many as needed

Monitor Nodes - as many as needed

Guard Submodel

Engagement Statements - one required

Combinations Statements - one, as required

BASE Statements - as many as needed

PENG Statements - as many as needed
in specific order

DENG Statements - as many as needed
-p

Enter Nodes - as many as needed

Allocate Nodes - as many as needed
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RTB Nodes - as many as needed

Wait Nodes - as many as needed

Task Nodes - as many as needed

Signal Nodes - as many as needed

Exit Nodes - as many as needed

Branch Types - as many as needed

Regular

Decision

Probabilistic

Adversary Submodel

Engagement Statement - one required

Combinations Statement - one, as required

Objective Statement - one required

PENG Statements - as many as needed
in specific order

DENG Statements - as many as needed

Enter Nodes - as many as needed

Wait Nodes - as many as needed

Task Nodes - as many as needed

Signal Nodes - as many as needed

Exit Nodes - as many as needed

Branch Types - as many as needed

Regular

Decision

Probabilistic
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APPENDIX B

Modeling Limited Ammunition Supply
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MODELING LIMITED AMMUNITION SUPPLY

Modeling limited ammunition supply has been identified as an

immediate need of the current SNAP-PC users. This is not explic-

itly designed into SNAP but can be modeled in two fashions with

the PENG and DENG statements. Using one approach, the force that

has exhausted their ammunition supply will be fired upon at an

increased rate; in the other, they will be fired upon at the same

rate as when they are loading their weapons.

For both approaches one or several PENG statements must be

used to represent the period of time that the force has ammunition

followed by a PENG statement defining the length of time the force

is without ammunition. You can model a scenario where a force

runs out of ammunition by specifying a length of time greater than

the length of the simulation run. A shorter duration can be used

to model getting ammunition from casualties or another source.

The DENG statement associated with the lack of ammunition

time period should either show a suppression status of 'yes' or a

percent time delay of '100' . If a suppression status of 'yes' is

specified, the force will not fire during the time period and the

opposing force will fire at an increased rate. If the percent

time delay is '100', the force will not fire and their exposure is

the same as their exposure while loading.

With either approach, you will be able to study the effects

of limited ammunition supply. This aspect becomes increasingly

important as the length of individual engagements or the number of

engagements increases.
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APPENDIX C

Documentation of Sample Model
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DOCUMENTATION OF SAMPLE MODEL

This model is based on a SNAP example first presented in

Chapter IX of the SNAP User's Manual. The model includes a small

facility with only one building and one target. The model in-

cludes two alternative sensor submodels, four guard submodels and

two adversary attack submodels. Preliminary analysis with this

model shows that at least 100 iterations should be executed to

insure accurate interpretation of the model outputs.

Facility Submodel

The facility consists of a building with one entrance sur-

rounded by a patrolled area. Figure C.1 shows the facility sub-

model. Space nodes Ii through 15 represent the areas of interior

patrols. Space nodes 01 through 05 represent the areas of the

exterior patrols; barrier D1 is the doorway to the building.

Target node TAR1 represents the target with a sensor, S2. Ex-

terior space nodes 01 and 03 also have sensors. Space and barrier

nodes LADR, ROOF, and CUT are used to describe the path an adver-

sary will take as he tries to reach the target.
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Figure C.1: Facility Submodel
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Control Submodel

The control submodel defines the data distributions that are

used by the model and the global variables. The control submodel

was not parameterized and, therefore, has no prompts. The data

that is defined in the control submodel will be discussed in the

following sections.

Adversary Detection Submodel

Two adversary detection submodels have been developed to

support this model. The first is DETI and includes only one

active sensor (S2) and one monitor point (MI). Figure C.2 shows

this adversary detection submodel. Sensor nodes Si and S3 are

included in the diagram, but do not affect the simulation of the

model. The second adversary detection submodel, DET2, includes

two additional active sensors on exterior space nodes 01 and 03.

Figure C.3 shows this adversary detection submodel.
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Figure C.2: Adversary Detection Submodel - DETI
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Figure C.3: Adversary Detection Submodel - DET2
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Associated with both submodels are prompt query sets

allowing you to define the probability of sensor detection and the

signal persistence as permanent or temporary. The default

probability of detection for all sensors is .95 and the default

signal persistence for all sensors is permanent.

Submodel DET1 has only two prompt query sets: SENSORS or

DEFAULT. SENSORS prompts for both the probability of detection

and the signal persistence for sensor S2. Selecting DEFAULT

causes the default responses for both prompts to be used to re-

solve the model.

Submodel DET2 has four prompt query sets: SENSORS, EXTER,

INTER or DEFAULT. SENSORS issues prompts for all three sensors.

EXTER prompts only for information associated with sensors Sl

and S3. INTER prompts only for information for sensor S2.

DEFAULT does not issue any prompts and uses the default values

for all responses.

I
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Guard Submodel

Four guard submodels have been developed to support the

analysis. In general the guards patrol the inside and outside of

the building. Normal interior patrolling is accomplished by

traveling through spaces II through 15 in either a clockwise or

counterclockwise direction (chosen randomly). The time to travel

through each space is triangularly distributed with a minimum of

one, mode of 1.5, and maximum of 2.5. If adversaries are de-

tected, the guards double their rate of travel. Normal exterior

patrolling is accomplished by traveling through spaces 01 through

05 in either a clockwise or counterclockwise direction (chosen

randomly). The time to travel through each space is triangularly

distributed with a minimum of two, mode of 2.5, and maximum of

3.5. If adversaries are detected, the guards double their rate of

travel.

Guard submodel DAY ONE includes a single patrol that patrols

both the exterior and interior of the building. In addition, if a

sensor is triggered, the guard force hears it whether they are on

interior or exterior patrol. The prompts define the number in the

patrolling force, the weaponry they carry and their proficiency.

In addition, the prompts define the weaponry used by the

augmentation force. Table C.1 shows the default values for each

prompt.
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Table C.l1

Guard Submodel DAYONE

Prompts

Prompt Default Value

Size of Patrol 2

Patrol Weaponry Handguns

Patrol Proficiency 50%

Augmentation Force Weaponry Handguns

Three prompt query sets allow selection of the patrol

prompts, excluding augmentation force weaponry; all prompts; or a

default set, issuing no prompts.

Guard submodel DAY TWO includes separate interior and

exterior patrols. As with DAYONE interior and exterior patrols

are alerted when a sensor is triggered. Table C.2 defines the

prompts and their default values.
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Table C.2

Guard Submodel DAYTWO

Prompts

Prompt Defualt Value

Size of Interior Patrol 1

Size of Exterior Patrol 1

Patrol Weaponry Handguns

Patrol Proficiency 50%

Augmentation Force Weaponry Handguns

Three prompt query sets allow selection of the patrol

prompts, excluding augmentation force weaponry; all prompts; or a

default set, issuing no prompts.

Guard submodel NGHT ONE, like DAYONE allows for only one

guard force to patrol both the interior and exterior. NGHTONE

varies from DAYONE in the manner patrols are alerted when a

sensor is triggered. Only an interior patrol is alerted by a

sensor triggering. The prompts and prompt query set associated

with NGHTONE are identical to those defined for DAYONE.

Guard submodel NGHT TWO, like DAYTWO allows for two guard

forces. It varies from DAYTWO in that only the interior patrol

is alerted when a sensor it triggered. The prompts and prompt

query set associated with NGHTTWO are identical to those defined

for DAYTWO.
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Adversary Submodel

The adversary's objective is to sabotage the target. Two

adversary submodels have been defined to support this objective.

In both cases the adversary cuts through the roof of the building

taking a fixed amount of time based on a uniform distribution with

a minimum of four minutes and a maximum of nine minutes. After

cutting through the roof, they sabotage the taraet.

Adversary submodel ATT GRD begins with three adversaries

entering at space node 03 and climbing a fire escape ladder to the

roof one at a time. The time that is required to cross space 03

is one minute. The time that each adversary takes to climb the

ladder is normally distributed with a mean of .333 minutes and a

standard deviation of .1 minutes. If guards appear while they are

climbing the ladder, they will engage the guard force. Table C.3

shows the prompts and default values associated with this

submodel.
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Table C.3

Adversary Submodel ATTGRD

Prompts

Prompt Defualt

Adversary Weaponry Handguns

Adversary Proficiency 50%

Time to Sabotage Target 6 minutes

Four prompt query sets have been defined. The first,

ATTACK, supports prompts for adversary weaponry and proficiency.

Prompt query set MISSION prompts for only the sabotage time.

TOTAL issues all three prompts. DEFAULT issues no prompts and

supplies default values for all prompts.

Adversary submodel ATT AIR assumes the adversaries are

attacking the site from the air and do not need to climb the

ladder. Hence, they are immediately placed on the roof. The

prompts and prompt query sets defined for ATTGRD are also used

for ATTAIR.
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APPENDIX D

Complete Model - Example
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COMPLETE MODEL - EXAMPLE

This appendix contains a complete copy of the model that has

been used as an example throughout this manual. In addition, you

will find all of the master prompt query databases and prompt

query set databases. All of the information shown reflect the

default responses to the queries.

Facility Submodel

Figure D.1 shows the graphical facility submodel. Figure

D.2 displays the facility submodel echo report providing detailed

information on the submodel.

.. .. ......... IF . .. .....

2 . . . . . . . . .1 . .. . . . . . . . . . .
....... ... . ......

..... i l l .. ... .
... ................. ....

. .... . . . .. . . . . .. .

... . ... ..... ... .) 1. . .. .. ..1 . . .. .. . .
, $1 .... . . . ,. . . . . ... . ..I

Figure D.l: Facility Submodel
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*ECHO CHECK FOR THE FACILITY SUBMODEL

** FACILITY LOCATIONS *

STATISTICS
NODE COLLECTION NODE ACTIVE / ADJACENT ADD
LABEL OPTION TYPE DISABLED NODES LABELS

-- -- -- -N -- -- --B - --RR-- --E- -- -- ---CT- -
CUT NO BARRIER ACT

ROOF NO SPACE
LADR NO SPACE

05NO SPACE
04 NO SPACE
03 NO SPACE S-3
02 NO SPACE
01 NO SPACE Si
13 NO SPACE
14 NO SPACE
15 NO SPACE
Ii NO SPACE
12 NO SPACE
TARI NO TARG3ET S2

Figure D.2: Facility Submodel Echo Report
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Control Submodel

Figure D.3 displays the echo report of the control submodel.

Figure DA4 shows the prompt query set database for the control

submodel.

*ECHO CHECK FOR THE CONTROL SUDMDEL

PARAMETER SETS 4

PARAMETER
SET-- - - - - - - - - - - - - - - - - - - - - -

NUMBER ONE TWO THREE FOUR

4 1.000 1.500 2.50 .000
5 .500 .750 1.25 .000
6 .333 .000 .100E+21 .100
a 2.000 2.500 3.50 .000
9 1.000 1.250 1.75 .000

** STATUS VARIABLES *

STATUS VARIABLE INITIAL
LABEL TYPE VALUE

IPX GLOBAL VAR. 4.000---------
OPI GLOBAL VAR. 9.000

ALRM REGULAR FLAG DISABLED
F1 FORCE FLAG DISABLED

44TIMER CARDS *4

TIMER ALPHANUM4ERIC
LABEL OPTION IDENTIFIER

TT1 TSM TIM FRM ALRM TO ENG

** MACRO CARDS 4

MACRO DOB
LABEL ACTIONS

MACI SET(IPI , 5.000)
BET(OPI , 9.000)

MAC2 MTTI
AALRM

Figure D.3: Control Submodel Echo Report
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DEFAULT AuItomatlcally select default parameters, if any e,1ist.

Figure D.4: Control Submodel Prompt Query Set Database

Adversary Detection Submodel

Figures D.5 through D.12 display the graphical diagrams for

both adversary detection submodels, DETI and DET2. They also show

the associated echo reports, prompt query set databases, and

master prompt query databases.

........................... GD

.S . . .

....... ...... ................

...... ... ...... .. .. .. ..

Figure D.5: Adversary Detection Submodel DETI
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* ECHO CHECK FOR THE DETECTION SUBMODEL *

** ADVERSARY DETECTION DEVICES **

PROBABILITY
ADD ADD TEMPORARY/ OF INFORMATION
LABEL TYPE PERMANENT DETECTION RECEIVER

S3 SENSOR PERM 1.000 $1
Si SENSOR PERM 1.000 $3
S2 SENSOR PERM .950 MI
Mi MONITOR Wi

Figure D.6: Adversary Detection Submodel DETI Echo Report

SENSORS Sets the sensor specifications.
1,2;
DEFAULT Automatically select default parameters, if any exist.
0;

Figure D.7: Adversary Detection Submodel DETI
Prompt Query Set Database
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0,"1ENTER THE PROBAB4ILITY OF",1;
2,%" DETECT ION FOR SENSOR S-7h,9-,. 40, 1. 0

0,'ENTER THE SIGNAL PERSISTENCE",!-.
3"OF SENSOR S2 ""PER,PER,TEN;

Figure D.8: Adversary Detection Submodel DETi
Master Prompt Query Database

.......... .. ............ ...... .... PAGI D 3
........ ... . . .. .. .. .. .. ... .. .
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* ECHO CHECK FOR THE DETECTION SUBMODEL *

** ADVERSARY DETECTION DEVICES **

PROBABILITY

ADD ADD TEMPORARY/ OF INFOFM-ITION

LABEL TYPE PERMANENT DETECTION RECEIVER
---------------------------------------------------------------

S1 SENSOR PERM .950 M1
53 ENSO--R PERM .950 M11

S2 SENSOR PERM .950 MI

M1 MONITOR W1

Figure D.10: Adversary Detection Submodel DET2
Echo Report

SENSORS Sets all sensor specifications.
1,2,3,4,5,6;
EXTER Set exterior sensor specifications.
3,4,5,6;
INTER Set interior sensor specifications.
1,2;
DEFAULT Automatically select default parameters, if any exist.
0;

Figure D.11: Adversary Detection Submodel DET2
Prompt Query Set Database
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0,"ENTER THE PROBABILITY OF",I;
2," DETECTION FOR SENSOR S2?",.95,.40, 1.0.
@2,1;
0, "ENTER THE SIGNAL PERSISTENCE",1;
3," OF SENSOR 62 ?",PER,PER,TEM;

@3,1;
0,"ENTER THE PROBABILITY OF",1
2," DETECTION FOR SENSOR S1?",.95,.40,1.0;

@4,1;
0,"ENTER THE SIGNAL PERSISTENCE",1;
3, "OF SENSOR S ? ,PER,PER,TEM;

@5, 1;

0,"ENTER THE PROBABILITY OF",1;
2," DETECTION FOR SENSOR S3?",.95,.40,1.0;
@6,1;
.."ENTER THE SIGNAL PEPSISTENCE".I;
3 "OF SENSOR $3 -",PER,PER,TEM;

Figure D12: Adversary Detection Submodel DET2
Master Prompt Query Database
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Guard Submodel

Figures D.13 throught D.28 display the four guard submodels.

d.. ............ T..... 2 ..*T......2

- ~ ~ . . .- ' . .. .*** .~ V. . .~.P . . 1p?.

S.... . . ~ .S I .. ~ . .



01 1

Figure D.13b: Guard Submodel DAYONE (continued)
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* EG2 .. .. .. ALZ . . . .. . . W1..... * PAGEC 3

..W3 ........DVD .3 ... EX2

Figure D.13c: Guard Submodel DAYONE (continued)
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*ECHO CHECK FOR THE GUARD SLJDMODEL

**GUARD ENGAGEMENT CARD *

TERMINATION CONDITION DEFAULT PEEIL

SIZE.LE. .) PGI

**GUARD FENG CARDS 4

FENG DENG
LABEL LABEL TINC VALUE

PSI DOI I l)
P02 DG2 1.00

*0 GUARD DENG CARDS ~

EXPOSURE ExrOSURE PERCENT
DENG WHILE WMHILE TIME SELF SLIPPRES-
LABEL POSiLIRE FIRING RELOADING DELAY POSTURE ILLUMINATION SION TACTIC

OGI CROUCHING 50.0 30.0 .5050.0 NO, 4SSAULT
062 STANDING 30.0 100.0 .0 . 0NO ASSAULT

**GUARD BASE NODES 4

NODE NUMBER OF
LABEL GUARDS WEAPON TYPE PROFICIENCY

81 5. FISrOLS 50.)
B2 1. PISTOLS .

4*GUARD ENTER NUDES *

NODE TIME OF FACILITY
LABEL ARRIVAL LOCATION MXTAf

EGI .0. DI1
EG2 .00 4*

4*GUARD ALLOCATE NODES *

NODE BASE
LABEL LABEL MXTAK SIZE

ALI B1 2.
AL2 B2 I Q'.

Figure D.14a: Guard Submodel DAYONE Echo Report
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* G GUARD TASK NODES .*

TASK FACIL
LABEL NODE MODE TASV TIME DISTRIBUTION DOP DESI(;NATION ELFAi. SLBL MXTA

TI DI PATR CON( .10)
T2 **** CON( .-(".): ACT (FI )
74 11 TRI (1FI ,1)
T5 12 TFI (IPI ,I) I
T6 13 TRI (IF.-I . ) EXI 1
T7 14 TRI (IFI ,I) I
TS 15 IRI(IPI ,I I
T9 D1 CON ( .10-) I
T14 05 TRI(OPI ,I) 1
T13 04 TRI(OPI ,I) 1
T12 03 IRI3(C I , ) EXI 1
TI 02 1RI (OFf ,i) 
TIO 01 TRI(OPI ,I) 1
T3 4 4 L:f(JN( .Ccl(l) DIS FI 
DUD2 4444 CON CALL (MACZ) I
DUDI 4* CON t .1t.) LALL (Mil. 1 1
DUD3 4** CON ( .f:0) RECO(TTI)

TASK ENGAGEMENT POINTERS
LABEL FLBLE DISTANCE FERL

T6 TAR1 4. 000 PG?
T12 03 10. 000 FGI

LADR 12. 0(0: PG I
ROOF 20. 000 PG 1

.* GUARD WAIT NODES *

NODE MEFGL/ ENGAGEMENT POINTERS
LABEL TRIGGERS TRANSFER ELE4L SLDL MXTAI FLILE DISTANE FEbL

WI ADD MI TRIGGERED
W3 ENGAGEMENT AT TARI I

** GUARD SIGNAL NODES 4.

NODE
LABEL SIGNAL OPTION MXTA

NO SIGNAL NODES

Figure D.14b: Guard Submodel DAYONE Echo Report
(continued)

242

;, .:,;,. ,......'.' :.,._...-.:.'¢ ...-:.:?,..;....- ..;.-..-.;.. . . ...-.-.-..-. . • .%..-



PATROL Sets the characteristics of the guard patrol.
192,3;
TOTAL Sets patrol characteristics and other paraiveters.

4,2,.

DEFAULT Automatically select default parameters, if any exisL.

Figure D.15: Guard Submodel DAYONE Prompt Query Set
Database

1,"ENTER SIZE OF GUARD PATROL?-',2,I,5;
02,0;
0," HG - HANDGUNS",I;
0," SI6 - SHOTGUNS",1;
0,"P SA - SEMIAUTOMATICS"1,1;
0," SM - SUBMACH INEGLJNS", 1;
0,"1 FA - FULLY AUTOMATIC",1;
(I'l NW - NO wEAPONS", 1;
0,"ENTER THE TYPE OF WEAPONS",1;

,"USED BY GUARD PAIROL FORCE ?',HG,HG,SG,SA,SM,FA,NW;

2, "ENTER THE PROF ICENCY OF THE GUARD PTO 2  u ,U (
@4,1;
0," HG - HANDGUNS" ,C;
0," S6 - SHOTGUNS" ,I;
0," BA - SEMIAUTOMATICS" ,0.
0)," SM - SUBMACHINEGUNS" ,O;
0," FA - FULLY AUTOMATIC",0;
0," NW - NO WEAPONS",0;
0,"ENTER THE TYPE OF WEAPONS",1;
3," USED BY AUGMENTATION FORCE ?",HG,HG,SG,SA,SM,FA,NWI

Figure D.16: Guard Submodel DAYONE Master Prompt Query
Database
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*ECHO CHECK FOR THE GUARD SUBMODEL

*4GUARD ENGAGEMENT CARD 4

TERMINATION CONDITION DEFAULT PEDL

SIZE.LE. .0 P61

*.GUARD PENS CARDS .

PENS DENG
LABEL LABEL TINC VALUE

Pei D61 1.00
P02 DC32 1.00

** GUARD DENG CARDS 4

EXPOSURE EXPOSURE PERCENT
DENG WHILE WHILE TIME SELF SUPPRES-
LABEL POSTURE FIRING RELOADING DELAY POSTURE ILLUMINATION SION TACTIC

DOI CROUCHING 50.0 30.0 .0 .0 50.0 NO ASSAULT
D02 STANDING 30.0 100.0 .0 .0 .0 NO ASSAULT

*4 GUARD BASE NODES

NODE NUMBER OF
LABEL GUARDS WEAPON TYPE PROFICIENCY

81 S. PISTOLS 50.0
02 1. PISTOLS .0

*.GUARD ENTER NODES 4

NODE TIME OF FACILITY
LABEL ARRIVAL LOCATION MXTAK

EGI .00 DI
E83 .00 01 1
ED2 .0 44

4. GUARD ALLOCATE NODES 4

NODE BASE
LABEL LABEL MXTAK SIZE

ALl BI 1 1.
AL3 Bl 1 1.
AL2 B2 1 0.

Figure D.l8a: Guard Submodel DAYTWO Echo Report
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**GUARD TASK NODES *

TASK FACIL
LABEL NODE MODE TASK TIME DISTRIBUTION DOB DESIGNATION ELDL SLBL MXTAK

TI DI, PATR CON( .300)1
T2 **** CON( .000) ACT (FI )1
74 1I TRI(IPI lI) 1
75 12 TRI(IPI lI) 1
76 13 TRI(IPI lI) EXI I
77 14 TRI(IPI I1)
TS 15 TRI(IPI l)1
73 **** CON( .000) DIS (FI I
T14 05 TRICOPI I) I
710 01 TRI(OPI I1) I
711 02 TRI(OPI l) I
T12 03 TRI(OPI I1) EXI I
T13 04 TRI(OPI Il) I
DUD2 #**CON( .000) CALL(MAC2) I
DUDI **.CON( .000) CALL(MACI) I
DUD3 **.CON( .000) RECO(TT1 I

TASK ENGAGEMENT POINTERS
LABEL FLOLE DISTANCE PEBL

76 TARI 4.000 P62
T12 03 10.000 P61

LADR 12.000 Psi
ROOF 20.000 PO1

*eGUARD WAIT NODES *

NODE MERGE/ ENGAGEMENT POINTERS
LABEL TRIGGERS TRANSFER ELBL SLEL MXTAK FLBLE DISTANCE PEBL

wI ADD MI TRIGGERED 1
W3 ENGAGEMENT AT TARI I

** GUARD SIGNAL NODES *

NODEI
LABEL SIGNAL OPTION MXTAK

NO SIGNAL NODES

Figure D.l8b: Guard Submodel DAYTWO (continued)
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PATROL Sets the characteristics of the guard patrol.
1,2,3,5;
TOTAL Sets patrol characteristics and other parameters.
1,2,3/
4,5;

DEFAULT Automatically select default parameters, if any exist.
0;

Figure D.19: Guard Submodel DAY-TWO Prompt Query Set
Database

@1,1;
1,'ENTER SIZE OF INTERIOR GUARD PATROL?",1,1,5;

02,0;
0," HG - HANDGUNS" ,1;
0, " SG - SHOTGUNS ", 1;
0," SA - SEMIAUTOMATICS",Ij
O," SM - SUBMACHINEGUNS",1;
(,I FA - FULLY AUTOMATIC",1u

0," NW - NO WEAPONS", I ;
0,"ENTER THE TYPE OF WEAPONS",l1
3," USED BY GUARD PATROL FORCE ?",HG,HG,SG,SA,SM,FA,NW;
@3,1;
2,"ENTER THE PROFICENCY OF THE GUARD PATROL?",50.uO.Q,1')0.U:

64,1;
0," HG - HANDGUNS",();
0," SG - SHOTGUNS" ,0:
0," SA - SEMIAUTOMATICS",(.:'
0," SM - SUBMACHINEGUNS",O;
0," FA - FULLY AUTOMATIC",O;
0," NW - NO WEAPONS" ,0
), "ENTER THE TYPE OF WEAPONS", 1
3," USED BY AUGMENTATION FORCE ?",HG,HG,SG,SA,SM,FA,NW;

65,1i
1," ENTER SIZE OF EXTERIOR GUARD PATROL?",1,1,5;

Figure D.20: Guard Submodel DAY-TWO Master Prompt Query
Database
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Figure D.21b: Guard Submodel NGHT-ONE (continued)
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* ECHO CIECK FOR 714E GUARD SUBMODEL 4

GUARD ENGAGEMENT CARD *.

TIRMINATION CUNDI TION DEFAULT PEBL

SIZE.LE. .P PaI

* GUARD PENG CARDS **

PENG DENG
LAP4EL I AViEL TINC VALUE

Pal Doi 1.00
PG2 DG2 I .1O

'4 GUARD D"NG CARDS **

EXPOSURE E XPOSURE PERCENT
DENG WHILE WHILE TIME SELF SUPFRES-
LABEL POSTURE FIRING RELOADING DELAY POSTURE ILLUMINATION SION TACTIC
- - - - - - - - - - - - - - - - - - - - - - - - - - - - --. - - - - - - - --- - - I - - - - - -- - - - - - - - - - - - - - - - - - - - - - - - - - - --.. . .

Dal CROUCHING 50.0 30.0 .0 50.0 NO ASSAULT
D02 STANDING 30.0 100.0 .0 .0 .0 NO ASSAULT

* GUARD BASE NODES *.

NODE NUMBER OF
LABEL GUARDS WEAPON TYPE PROFICIENCY

a1 5. PISrOLS 50.0
B 1. P PVI TLS .0

*4 GUARD ENTER NODES .*

NODE TIME OF FACILITY
LABEL ARRIVAL LOCATION MXTAK

EG I .0' Dl
E G2 .i:": 44* *

*4 GUARD ALLOCATE NODES **

NODE BASE
LABEL LABEL MXIA. SIZE

AL I 9 1 2.

AL 2 1:! 0.

Figure D.22a: Guard Submodel NGHTONE Echo Report
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*. GUARD TAS NODES *

TASK FACIL

LABEL NODE MODE TASK TIME DISTRIBUTION DOB DESIGNATION ELBL SLOL MXIAK

TI DI PATR CON( .300) 1
T2 **** CON( .000) ACT (Fl )
T4 II TRI(IPI ,l) 1
T5 12 IRI(IPI I1) 1
T6 13 TRI(IPI ,I) EXI 1
T7 14 TRI(IPI 1) 1
TO 15 TRI(IPI ,l) 1
T9 Dl CON( .300) 1
T14 05 TRI(OPI ,l) 1
T13 04 TRI(OPI ,I) 1
T12 Ot TRI(OPI l) EXI I
TII 02 TRI(OPI ,l) I
TIO 01 TRI(OPI ,l) 1
T3 **** CON( .000) DIS (FI ) 1
DUD2 *4** CON( .000) CALL(MAC2) 1
DUO1 **** CON( .000) CALL(MAC1) 1
DUD3 *** CON( .000) RECO(TT1 ) 1

TASK ENGAGEMENT POINTERS

LABEL FLBLE DISTANCE PEBL

T& TAR1 4.000 P02
T12 03 10.000 PsI

LADR 12.000 P91
ROOF 20.000 PSI

** GUARD WAIT NODES *#

NODE MERGE/ ENGAGEMENT POINTERS
LABEL TRIGGERS TRANSFER ELBL SLL MXTA( FLBLE DISTANCE PEBL

WI ADD Ml TRIGGERED 1
W2 GUARD AT II

.OR.GUARD AT 12

.OR.GUARD AT 13

.OR.GUARD At 14

.OR.GUARD AT 15
W3 ENGAGEMENT AT TARI

** GUARD SIGNAL NODES *.

NODE
LABEL SIGNAL OPTION MXTAK

NO SIGNAL NODES

Figure D.22b: Guard Submodel NGHTONE Echo Report
(continued)
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0

PATROL Sets the characteristics of the guard patrol.

11,2 13;
TOTAL Sets patrol characteristics and other parameters.
1,2,3/

4;
DEFAULT Automatically select default parameters, if an' exist.
0;

Figure D.23: Guard Submodel NGHTONE PromDt Query Set
Database

@1 ,1;

1,"ENTER SIZE OF GUARD PATROL?",2,1,5;

@2,0;
o," HG - HANDGUNS",1;

0," SG - SHOTGUNS",1;
0," SA - SEMIAUTOMATICS",1;
0," SM - SUBMACHINEGUNS",1;
0," FA - FULLY AUTOMATIC",1;

0," NW - NO WEAPONS",1;
',"ENTER THE TYPE OF WEAPONS",i;

," USED BY GUARD PATROL FORCE ?",HG,HG,SG,SA,SM,FA,NW;

@3, 1;
2,"ENTER THE PROFICENCY OF THE GUARD PATROL?",5-0. 0),O.',100.();

@4,1;
0," HG - HANDGUNS",0;
0," SG - SHOTGUNS",O;
0," SA - SEMIAUTOMATICS",0;
0," SM - SUBMACHINEGUNS",0;
0," FA - FULLY AUTOMATIC",0;
C. " NW - NO WEAPONS",O;

0, "ENTER THE TYPE OF WEAPONS",I;

3," USED BY AUGMENTATION FORCE "",HG,HG,SG,SA,SM,FA,NW;

Figure D.24: Guard Submodel NGHTONE Master Prompt Query

Database

253

%~ %VvA.



IC . AL. ...... 1 . . .. . .2..4.P.T4GI C 2

.1. . . .. . . . .. . . 3 . .11. . . . 11T

%2 .% . .. . . . . . . T14 .* ..*. .

? r -o

. ~ ~ ~ ~ ~ ~ ~ ~ ? .. . . .. .



,. . . . ........ . . ...... . ........... .... ....P.

D62 . DUDI

.* .DUD3 .. . . .I. .

Figure D.25b: Guard Submodel NGHT TWO (continued)
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* ECHO CHECK FOR THE GUARD SUBMODEL *

** GUARD ENGAGEMENT CARD 0e

TERMINATION CONDITION DEFAULT PEBL

SIZE.LE. .0 PGI

* GUARD FEN CARDS .4

PENG DENG
LABEL LABEL TINC VALUE

FIGI 061 1. CHwi
PG2 DG2 1.Ou

*e GUARD DENG CARDS *4

EXPOSURE EXPOSURE PERCENT

DENS WHILE WHILE TIME SELF SUPPRES-
LABEL POSTURE FIRING RELOADING DELAY F'OSTLMRE ILLMINATION SION TACTIC

D6t CROUCHING 50.0 30.0 .0 .0 50.0 NO ASSAULT
D02 STNDINU 30.0 I.o. 0 . .0 .0 NO ASSAULT

00 GoUAkD BASE NODES 0*

MODE NtN9SE P OF
LABEL GUARDS WEAl CI TYFE PROFICIENCY

01 5. rIS;OLS 50.0
32 1. FISTOLS .0

O GUARD ENTER NODES o

NODE TIPE OF FACILITY
LABEL ARRIVAL L OCA T I (N MXTA

EGI .. 'q' I
ES , M' DI I

*0 GUARD ALLILATC NODE.S *4

NODE PASE
L AWL L AB4E L Mi TAO SIZE

St . it I I.

At. 1 t 0.

Fiqure D.26a: Guard Submodel NGHTTWO Echo Report
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*. GUARD TAh NODES S.

TASK FACIL
LABEL NODE MODE TASK TIME DISTRIBUlION D1lXL DESIGNATIO EIlIL G1 1L MI1TA

T14 05 TRI(OPI ,I)
TIO 01 TRI(OPI 9I)
Tl1 02 TRI(OPI ,I)
T12 03 TRI(OPI ,I) EXI 1
T13 04 TRI(OPI ,l) I
TI DI PATR CON( .300)
T2 **** CON( .000) ACt (FI )
T4 11 TRI(IPI ,I)
T5 12 TRI(IPI ,I)
T6 13 TRI(IPI ,I) EXI
T7 14 TRI(IPI ,I) I
TB 15 TPI(IPI 1) I
T3 **** CON( .00) DIS (Fl )I

DUD2 **** CON( .000) CALL(MAC2) I
DUDI **** CON( .000) CALL(MACI)
DUD3 **** CON( .000) RECO(TI )

TASK ENGAGEMENT POINTERS
LABEL FLBLE DISTANCE PEBL

T12 03 10.000 PSI
LADR 12.000 PGI
ROOF 20.000 P61

T6 TAR1 4.0:0 PG2

*# GUARD WAIT NODES 'a

NODE MERGE/ ENGAGEMENT rOINTERS
LABEL TRIGGERS TRANSFER ELBL SLBL MXTA FLBLE DISTANCE PEPL

w1 ADD MI TRIGGERED
W2 GUARD AT II

.OR.GUARD AT 12

.OR.GUARD AT 13

.OR.GUARD AT 14

.OR.GUARD AT 15
W3 ENGAGEMENT AT TARI I

** GUARD SIGNAL NODES *1

NODE
LABEL SIGNAL OPTION MXTAV

NO SIGNAL NODES

Fiqure D.26b: Guard Submodel NGHTTWO Echo Report
(continued)

257

" , -- ,-..' ,...,,.,.,,.....,. *..., ...... ,.... *.....*........... ..........
" ' ** . - .. , 't - , - .. . - " .." "~~~~~~~Y jt j- -V. f-P~**~% S ~ % %.



PATROL Sets the Charactestic% o# the guard ,atroi. J

I , : :, 
5

TOTA. Sets Patrol cmarat.terltl: 1 ard other par amter,.
1 .2,
4,58

DErALL tu"atIca.Iy sele t de~ault osa" eter, r

Fiqure D.27: Guard Submodel NGHT_TtO Prompt Query Set

Database

Z 'rTEF, -:31 E OF TrW -io r;L.- 49D rC -JL- ,1 . .

i," FHG HANDGUNS",1:

G - SHOTGUNS'.1:

C,'), SA SEM'AUTOMATILS' .:

I,' SM - SUBMACHIN EGUNS", I I
II* FA FULLY AUTOMATIU-,I:

," ~N - NO WEAFONS" I:

(,,"ENTER THE TYPE OF WEAPONS", I
.," USED BY GUARD PATROL FORCE -",HG.HG,SG.SSMFA. W:

."ENTER THE F'FOFICENCY OF THE GUARD PATFCL ',54,.

:, HG - HANDGUNS",1

4," SG - SHC TGUNS" ,(:
0, SA - S IAUTOMATICS",r,%
0," S_ MACHINEGUNF",9'q

FA - -i..LY AUTOMATIC",');

.), NW - NO WEAPONS",l):
' ENEER THE TYF E OF WEAPONS', 1;
," USED E4Y AUGMENTATION FORCE "",HGHG,SG,SA,Sr,FA,NW:

@5,1:

1," ENTER SIZE OF EXTERIOR GUARD FATROL-",I1,1,S

Figure D.28: Guard Submodel NGHTTWO Master Prompt Query
Database
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Piqures D.29 through D.36 show the two adversary submodels.

Figure 0.29: Adversary Submodel ATT!'GRD

259



17-ww'w uwww~~llLPiW-M wmu1m'rnluuvwuvuwJ

• . + • *e . .. .Oe*OO :e**ee eOO .. ;... **..*... J. [:. .o: ;6

* ECHO CHECK FOR TIE ADVERSARY SUBMODEL .

04 ADVLRSAR ENUAIEMENI LAD 0a

TIRHINATLUN CONDIVIIO. ULFAULT PEIL

SIZE.LE. . F'A1

660 ADVERSA'Y O[iJ0CTIVE

OBJECTIVE T/REI"[T

SABOTAUE T AI

#* ADVERSARY PEWE CARDS

PENU DENG

LABEL LABEL TINC VALUE

PA! DAI .0410
PA: DA7 . (H'l.l
PA7. DA'. .114..0

PA4 DA4 •..44.6

4* ADVERSARY I.NG CARDS a.

EXPOSURE EXPOSURE F*ERI:jNf
DENG WHILE WHILE TIME SELF SLIF MF S-
LABEL POSTURE FIRING RELOADING DuiLAV POSIUHE ILLUMINArION SII)N TACrIC

DAI CROUCHING 50.0 31. . . ( 50. t NOl ASSAUL.1
D42 STANDING 100.0) 100.0 -(1O.'.' +0.0 NO ASSAULT
DA3 CROUCH I NG 30.0 700 .() .. ".).0 Ui ASSAULT
D04 STANDING 50.0 40.0 . .0 .C NO ASSAULT

ADVERSARY CtIER NUDES *4

NODE TIME OF FACILITY
LABEL SIZE WEAPON TYPE PROFICIENCY ARRIVAL LOCATION MXTAK

AEI 3. PISTOLS 50.0) .00 *46 1

Figure D.30a: Adversary Submodel ATTGRD Echo Report
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00AUVLRSAHY 1AS MI. CUMS

TASV FACIL
LABEL NODE MODE TASK. TIME DISTRIBUTIONI 00' DESIGNAtION ELIL !iLPL MX1Ai

TK6 0*4 ENTE UNF ( .000, 100.000,1)1
TKI 03 ENTE CON( 1.000) CONII
TK2 LADR ENTE RNO( 6,1) CUNT!
To.0 ROOF ENTE CON( .0001 CONT
TK3 CUT PENE UNF( 4.000, 9.000,1)1
TKIO TARI CON( 6.000) CON!

TASK ENGAGEMENT POINTERS
LABEL FLDLE DISTANCE PEL

TK1 03 10.000 P----------

TKI 03 10.000 PAI
TKD 03 10.000 PA2

TKIO 13 4.000 PA4

00ADVERSARY WAIT NUDES 0

NODE MEksGE / ENGAGEMENT UJI1WERS
LABEL TRIGGERS TRANSFER ELDL SLBL MX7PA&. FL.BLE DISTANCE FEEOL

AWTI NOT.ADVERSARY AT LADR CONW US 11-.0 PAI
AWT2 ADVERSARY AT ROOF MERGE CON! 1 033 20.0 PA3

.OR.NOT.ADVERSARV AT 03
.AND.NOT.ADVERSARY AT LADR

00 ADVERSARY SIGNAL NODES 0

NODE
LABEL SIGNAL OPTION MXTA'

NO SIGNAL NODES

Figure D.30b: Adversary Submodel ATTGRD Echo Report
(continued)
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ATIACK Sets the parameters of aversary force.

1,24
MISSION Sets the mission criteria.
4;
TOTAL Sets both adversary force parametes and mission critpria.

1,2,4;
DEFAULT Automatically select default parameters, if any exist.

0;

Figure D.31: Adversary Submodel ATTGRD Prompt Query Set
Database

01,1;

0," HS - HANDGUNS", I;
0," 6 - SHOTGUNS " , I ;

0," SA - SEMIAUTOMATICS",i1
0," SM - SUBMACHINEGUNS",1;
0," FA - FULLY AUTOMATIC",I;
4)," NW - NO WEAPONS",I;
O,"ENTER THE TYPE OF WEAPONS",1;
3," USED BY THE ADVERSARY FORCE ?",HG,HG,SG,SA,SM,FA,NWi

02,1;
2, "ENTER THE PROFICENCY OF THE ADVERSARY FORCE",50.Q,0.1",1QQ."

03,1I;

2, "NOT REALLY A PROMPT QUERY ",0.u,0.0,luu.0O
Q4, 1;
0,"ENTER THE TASK TIME FOR THE ADVERSARY",1,
2," FORCE AT THE TARGET LOCATION?",6.0,5.0,20.0;

Figure D.32: Adversary Submodel ATTGRD Master Prompt Query
Database
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Figure D.33: Adversary Submodel ATT AIRI

IrI
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* 0

* 506 CI4BC WCW t4 AMM4 RS 4 UDI . 0

61 AARGNi ENUMAMENT CARD 0

TIMINPTION COBS! (IUN Off AUL PEIt

5IIIi.La. . PI f-A

oo AMDVERSlARY OtC f JVt so

OBJECTIVER IY 010116 I'

ISCOTMlE TArI

as ADVEGM~v PEON r s*

LAWL LABEL TINIC VAL.U

PA! DOIH.A
F 42 0A2 .- ,iO
P"3 on,% (

P44 004 ( "1944

of ADVERSARY DENS CARDS o

EXPIOSURIE EXPOSURE PEIRCENT
ODNE MILE uI L TIME SIELF SUI'F RES
LABEL POSTURE PIING RELOADING DELAY POSIURIE ILLUMINATION LION TACTIC

DAI CROUCHING 50.0 3(1.0 .0 .it 50.0 NO ASSAULT
DA2 STANDING 100.0 100.0 .0 00.E, 50.0 NU ASSAULT
DA3 CROUCNINS 30.0 20.0 .0 .0 50.0 NO ASSAUL T
DA4 STANDINS 30.0 40.0 .0 . .0 NO ASSAULT

so ADVERSARY ENTER NODES so

NODE TIME OF FACILITY
LAKL SIZE IMAPON TYPE PRF ICIENCY ARRI IVAL LOCATION MXTO

MI 3. PISTOLS 50.00 .00 *0*1

Figure D.34a: Adversary Submodel ATTAIR Echo Report

264

q ; - - * J;.we.v *J J % % \ 
. "

, ' , , , r ' " ,'' ,,,,-, 
"

,,



ADVERSARY TAWl NOIIS 0

TAW, FACIL
LAWL NODE MlOVE TASO TIME O1UTRIBImIII~d 1)J04 I*!,IONA1II)N II0 'iil-l MXTA#

TK& *O0e EN?! UNFE .000, 0. II
WVD moor KNTK CON ( .01 otK)cum 1
TK3 CUT PSNE UNFE 4.0, 9. omm0. I)
WKIO TAR I CONE4 6. (WO CUNT

TAW~ ENGAGEMENT POINTE"S
LABEL FLSLK DIVIANCE PEDBL

WVD 03 10.0C00 PA3
TECIO 13 4.000 PA4

00ADVIRSARY WAIT NODES

L"Dug TROCR NROE / rNC-Au&ENT P'oINrERS
LAWL TIOMPS TRANSFER ELKL SLOL MXTAl FLEBLE DISTANCE FEDL

ANT2 ADVERSaRY AT ROOF MERGE CON? 1 0O3 2"."o VA3
.OR.NOT.ADVERStRY AT 03'

.ANO.NOT.AMVESARY AT LADR

0*ADVER3ARV SIUNAL NODES

NODE
LABEL SIGNAL OVIION MXIAI-

NO SIUNAL NODEG

Figure D.34b: Adversary Submodel ATTAIR Echo Report
(continued)
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ATTACK Sets the parameters of aversary force.

1,21
MISSION Sets the mission criteria.
4;

TOTAL Sets both adversary force parametes and mission criteria.

1 ,2,4;
DEFAULT ALtolatlcallv select default parameters, if ,ny e:,ist.

Figure D.35: Adversary Submodel ATTAIR Prompt Query Set
Database

@1 , 1:
0," HG - HANDGUNS",1:
0," SS - SHOTGUNS " ,1;
0," SA - SEMIAUTOMATICS",14
0," SM - SUBMACHINEGUNS', 1
0),- FA - FULLY AUTOMATIC",1:

09" NW - NO WEAPONS",1;
0, "ENTER THE TYFE OF WEAPONS",1:

," USED BY THE ADVERSARY FORCE ?",HG,HG,SGSA,SM,FA,NW;
@2 1"

2 "ENTER THE PROFICENCY OF THE ADVERSARY FORCE7",50.C,0.01IO-.
@,1;
2, "NOT REALLY A PROMPT QUERY ",0.0,).C',100.03

@4, 
1;

(),"ENTER THE TASK TIME FOR THE ADVERSARY",1,
2," FORCE AT THE TARGET LOCATION?",6.0,5.0,20.O;

Figure D.36: Adversary Submodel ATTAIR Master Prompt Query
Database
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Index

ADD. SO- 9.1

ADVERS.SO_ 9.1

Ammunition, Limited Supply Appendix B

Animation diagram 9.2

Auxiliary Action Macro Statement 5.1.6

Barriers 4.0, 4.1

BASE Statement 7.1

Branches

Ranking 7.1

Restrictions 7.1

Type 7.1

Color See Screen color

CONTROL.SO_ 9.1

Combinations Statement 7.1

Copying a model 3.1

Cursor position 7.1

Debugging, Model 10.2, 10.4

Default values (for Prompts) 8.2

DENG Statement 7.1

Disk space 2.5

Documentation, Model 11.1, Appendix C

Engagement pointers 7.1

Engagement Statement 7.1

Execution, Model 10.1

Facility builder 4.0

Facility status 4.1
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Indez (continued)

FACILITY.SO_ 9.1

Fill mod* 6.1, 7.1

Force Flag Statement 5.1.5

General Run Information 5.1.1

Global Flag Statement 5.1.3

Global Variable Statement 5.1.4

GUARD.SO 9.1

Installation of SNAP-PC 2.0

Iterations, Number of 11.2

List print key 8.2

Logic node 4.0, 4.1

Macro Statement 5.1.6

Master Prompt Query Database 8.2

Model documentation See Documentation

Monitor node 4.0, 4.1

Network Input

Allocate node 7.1

Adversary enter node 7.1

Exit node 7.1

Guard enter node 7.1

Return to base node 7.1

Signal node 7.1

Task node 7.1

Wait node 7.1

Node placement 7.1

Objective Statement 7.1

268



Adth (continued)

Parameter Statement 5.1.2

Parameterization of model 6.1

PENG Statement 7.1

Prompt number 8.1, 8.2

Prompt Query Set Database 1.4, 8.3

Question Type Code 8.2

Run length 11.3

Screen color 3.5

Sensor nodes 4.0. 4.1

SNAP 1.1

Space nodes 4.0, 4.1

Subdirectory 2.3, 9.2

Subdirectory tree structure 2.3, 9.1

Submodel

Adversary 1.3, 7.0

Adversary Detection 1.3, 6.0

Control 1.3, 5.0

Facility 1.3, 4.0

Guard 1.3, 7.0

Target nodes 4.0, 4.1 a

Timer Statement 5.1.7

Triggers 7.1

User Key 8.2

User support routine UF 2.6

USER.SO 9.1

Userl 1.2
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Index (continued)

2.sorl Support Proqram 1.4

User2 1.2

.jser2 Subdirector 9.1

validation 1..

Vor &! i zat i,-%n 10.3I

Wrtinj space 1.0
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Commander-in-Chief
U.S. Atlantic Command
ATTN: J324
Norfolk, VA 23511

Headquarters
U.S. Marine Corps
ATTN: POS-30 (1)

POS-20 (1)
Washington, DC 20390

Air Force Logistics Command
ATTN: AFLC/SP
Wright-Patterson AFB, OH 45433

Headquarters
Air Force Office of Security Police
ATTN: AFOSP/SPE (1)

AFOSP/SPPC (1)
AFSOP/SPOS (1)

Kirtland AFB, NM 87117

Headquarters
Air Force Systems Command
ATTN: AFSC/SP
Andrews AFB, DC 20334

Air Force Weapons Laboratory, NTAAB
ATTN: NTSMS
Kirtland AFB, NM 87117-6008

Department of the Air Force
ATTN: AF/RDST (1)

AF/IGS (1)
Washington, DC 20330

DET 2, HQ SAC/SP
ATTN: SP
Norton AFB, CA 92409-6468

Headquarters
Electronics Systems Division/TCB
ATTN: Physical Security Systems Directorate
Brown Bldg. 3rd Floor
Hanscom AFB, MA 01731-5000
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Military Airlift Command
ATTN: SP
Scott AFB, IL 62225

Director
Nuclear Surety
Department of the Air Force
ATTN: NTSMS
Kirtland AFB, NM 87117

Commander-in-Chief
Pacific Air Forces
ATTN: SP
Hickam AFB, RI 96853

Headquarters
Strategic Air Command/SPP
Department of the Air Force
ATTN: SPP
Offutt AFB, NE 68113

Headquarters
Strategic Air Command/SPO
Department of the Air Force
ATTN: SPO
Offutt AFB, NE 68113

Headquarters
Strategic Air Command/XPQ
Department of the Air Force
ATTN: XPQ
Offutt AFB, NE 68113

Commander
Tactical Air Command/SPSC
Department of the Air Force
ATTN: SP
Langley AFB, VA 23665

U.S. Air Force in Europe/SP
ATTN: USAFE/SPP (1)

USAFE/SPO (1)
APO New York 09012

Commander-in-Chief
U.S. Air Forces in Europe
ATTN: USAFE/SP (2)
APO New York 09012

Dist. 9



Central Intelligence Agency
ATTN: R&D Subcommittee
Washington, DC 20505

Diplomatic Security Service
U.S. Department of State
ATTN: DS/ST/SDE-SA-7
Washington, DC 20520

National Bureau of Standards
Physics Bldg., Ru B157
ATTN: Law Enforcement Standards Lab/L Elaison
Gaithersburg, MD 20899

U.S. Department of State
(Office of Security)
ATTN: Chief, R&D Branch A/SY/OPS/T
Washington, DC 20520

BDM Corporation
ATTN: Corporate Library
7915 Jones Branch Drive
McLean, VA 22102-3396

Booz-Allen & Hamilton, Inc.
ATTN: Technical Library
776 Shrewsbury Ave.
Tinton Falls, NJ 07724-3006

JAYCOR
ATTN: Library
1608 Springhill Road
Vienna, VA 22180-2270

R&D Associates
ATTN: Library
1401 Wilson Blvd.
Arlington, VA 22209-2381

RCA Corporation
Aerospace & Defense
Government Communications Division
ATTN: Library
Route 38, ATL Bldg., 145-3
Camden, NJ 08102-2399
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Science Applications International Corp.
ATTN: Technical Library
P.O. Box 1303
McLean, VA 22102-1303

TRACOR Applied Sciences, Inc.
ATTN: Library
Suite 1100
2361 Jefferson Davis Hwy.
Arlington, VA 22202

5238 R. C. Beckmann (5)

5262 J. W. Kane (1)

5260 J. Jacobs (5)

5267 J. R. Kelsey (1)

5248 T. M. Olascoaga (10)
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